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ABSTRACT 
Cyber Counterproductive Work Behaviors:  
Measurement, Prediction, and Means for Reduction 
by 
Brittany K. Mercado 
Advisor: Professor Stephan Dilchert 
Although counterproductive work behaviors (CWB) have received intense attention by both 
researchers and practitioners over the past few decades, this body of literature has yet to address 
the many novel avenues for employee counterproductivity resulting from modern technologies. 
For example, with the current ubiquity of electronic devices and Internet access, employees can 
conveniently engage in personal tasks while they should be working or even damage 
organizational data with unprecedented ease. Beyond reputational concerns and productivity 
losses, firms’ reliance on electronic storage of critical information also produces novel security 
risks. Measures of CWB and, therefore, investigations into the construct do not yet include these 
contemporary behaviors, despite their notable impact on organizations. This dissertation expands 
the current construct conceptualization of CWB by investigating a new content domain of 
behaviors, cyber counterproductive work behaviors (cyber-CWB). Cyber-CWB are 
counterproductive behaviors that involve utilizing information communication technology. 
Categories of cyber-CWB include adult Internet use, cybercrime, cybergriping, cyberharassment, 
cyberloafing, cybersabotage, cybersullying, cybertheft, deception and data falsification, hacking, 
intellectual property violations, and negligent IT practices. Across three studies, I conceptualize 
cyber-CWB, develop and validate an effective measure to assess it, examine its nomological 
network, and explore the potential of multiple interventions (selection, organizational policy, and 
vi
electronic monitoring) to reduce various cyber-CWB. By demonstrating the utility of these 
various interventions, the present findings guide organizations attempting to reduce the 
occurrence of these harmful and costly behaviors.  
vii
Table of Contents 
Introduction ..................................................................................................................................... 1 
Counterproductive Work Behaviors ........................................................................................... 3 
Cyber Counterproductive Work Behaviors ................................................................................ 5 
Objectives ................................................................................................................................. 11 
Study 1: Scale Development ......................................................................................................... 13 
Distinctions Between Cyber Constructs ................................................................................... 14 
Broad Cyber Constructs ........................................................................................................ 14 
Narrow Cyber Constructs ..................................................................................................... 16 
Scale Development ................................................................................................................... 19 
Item Generation .................................................................................................................... 19 
Scale Refinement ...................................................................................................................... 23 
Subject Matter Expert Review .............................................................................................. 23 
Reliability Analyses .............................................................................................................. 25 
Factor Analyses ..................................................................................................................... 28 
Final Homogeneous Item Clusters ........................................................................................ 30 
Higher-Order Structure of Cyber-CWB ................................................................................ 33 
Relationships Among Homogeneous Item Clusters ............................................................. 35 
Conclusions ............................................................................................................................... 37 








Study 3: Prediction and Means for Reduction .............................................................................. 45 
Hypothesized Relationships ...................................................................................................... 46 
Individual Differences Predictors ......................................................................................... 46 
Contextual Influences ........................................................................................................... 53 
Affective Predictors .............................................................................................................. 62 
Other Work Behaviors .......................................................................................................... 65 
Demographic Variables ........................................................................................................ 66 
Interactions ............................................................................................................................ 68 
Methods..................................................................................................................................... 70 





General Discussion ....................................................................................................................... 95 





Appendix A: List of Sources That Contributed to the Cyber-CWB Scale ................................. 137 
Appendix B: Items in Cyber-CWB Measure .............................................................................. 142 
Appendix C: Observed Intercorrelations Among Counterproductivity Criteria ......................... 144 
Appendix D: Detailed Meta-Analytic Results ............................................................................ 145 
Appendix E: Descriptive Statistics on Final Cyber-CWB Scales ............................................... 173 
Appendix F: Meta-Analytic Intercorrelations Among Study Variables ..................................... 174 
Appendix G: Sample Sizes for Meta-Analytic Intercorrelations Among Study Variables ........ 178 
References ................................................................................................................................... 181 
x
Table 1: Constructs Related to Cyber-CWB ............................................................................... 106 
Table 2: Reliability Estimates of Cyber-CWB Scales after First Refinement ............................ 108 
Table 3: Sample 1 and 2 Descriptives......................................................................................... 109 
Table 4: Sample 3 Descriptives .................................................................................................. 110 
Table 5: Factor Loadings of Items in Each Homogeneous Item Cluster onto General Factor ... 111 
Table 6: Reliability Estimates of Final Cyber-CWB Scales ....................................................... 113 
Table 7: Construct-Level Interrelationships Among Counterproductivity Criteria .................... 114 
Table 8: Reliability Artifact Distribution Characteristics ........................................................... 117 
Table 9: Construct-Level Relationships Between Individual Differences and Counterproductivity 
Criteria ........................................................................................................................................ 119 
Table 10: Construct-Level Relationships of Organizational Justice and Job Stressors with 
Counterproductivity Criteria ....................................................................................................... 124 
Table 11: Standardized Mean Differences in Counterproductivity Based on Policy Existence and 
Enforcement ................................................................................................................................ 127 
Table 12: Standardized Mean Differences in Cyber-CWB Based on Monitoring and Work
Location ...................................................................................................................................... 128 
Table 13: Construct-Level Relationships of Affective Variables, Age, and OCB with 
Counterproductivity Criteria ....................................................................................................... 129 
Table 14: Standardized Mean Differences in Counterproductivity Based on Perceptions of Pay 
Equity .......................................................................................................................................... 132 
Table 15: Standardized Mean Differences in Counterproductivity Based on Gender ................ 133 
Table 16: Interaction of Boredom and Integrity on Cyber-CWB ............................................... 134 
Table 17: Interaction of Policy and Integrity on Cyber-CWB .................................................... 135 
xi
Table C1: Observed Intercorrelations Among Counterproductivity Criteria..............................144 
xii
Introduction 
Modern technology has revolutionized daily operations in many organizations. Just as 
advances in information and communication technologies (ICTs) contribute to firm profitability, 
they also provide new avenues for employees to engage in counterproductivity at work. Greater 
access to technology enables employees to conduct personal business while they should be 
working, complain about their employers and customers online, and even access sensitive 
information without authorization or grant such access to others with unprecedented ease. A 
recent survey of 2,089 American employees reported that 72% use social networking websites 
during their workday; of those, 55% connect to social media several times per day while 
working, and 13% reported being constantly connected (Ethics Resource Center, 2012). Their 
activity poses risks to the organization beyond productivity losses, because the majority of those 
active social networkers also publicly opine when their organization is in the news and mention 
their work on social media at least once per week. Many other negative outcomes, including 
much more serious ones, can result from employees’ technology misuse. One example is threats 
to data security (tradesecrets, client and business records), illustrated by the fact that one-fifth of 
employees are willing to sell their company passwords to an outsider (Vanson Bourne, 2016). 
Modern modes of interaction can also threaten interpersonal relationships at work. For example, 
Lim & Teo (2009) found that employees experience cyber incivility—computer-mediated 
communications that violate workplace norms of mutual respect—which has demonstrated costs 
to job satisfaction, organizational commitment, turnover intentions, and burnout, among others 
(Giumetti, McKibben, Hatfield, Schroeder, & Kowalski, 2012; Lim & Teo, 2009).  
Organizations are highly concerned with these employee misbehaviors; per the 2007 
Electronic Monitoring and Surveillance Survey, thirty percent of employers had fired workers 
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for Internet misuse (American Management Association & The ePolicy Institute, 2007). 
However, terminating offenders has proven an inefficient strategy, often occurring only after 
organizations have already suffered notable damage. Consider the airline whose crew members 
posted objectionable comments on Facebook, criticizing passengers and discussing faulty 
equipment (Quinn, 2008). The firm dismissed all employees involved. However, because the 
employees’ online communications were public, no single party could entirely erase all evidence 
of these behaviors and the negative consequences to the organization’s reputation continued long 
after the employees were fired. Another instance of employees’ harmful use of technology 
occurred within the UCLA Health System when several employees accessed patient records 
without permissible reason, thereby violating important privacy regulations (Hennessy-Fiske, 
2011; Office for Civil Rights, 2011). Although the employees were subsequently fired, UCLA 
suffered severe consequences, including the betrayal of patient confidentiality and an 
investigation by the U.S. Department of Health and Human Services’ Office for Civil Rights, 
which concluded with a settlement of $865,500. Just as employees may engage in a broad array 
of technology misuse, these behaviors can effect harm for organizations in many different ways, 
ranging from productivity, reputation, and resource losses to security threats and liability 
concerns. This widespread risk evidences the need for better interventions to prevent and reduce, 
rather than punish, cyber-CWB. 
Counterproductive work behaviors in general have received considerable attention by 
both researchers and practitioners over the past few decades, as evidenced by various meta-
analyses on the topic (Berry, Ones, & Sackett, 2007; Dalal, 2005) and widespread applied efforts 
aimed at reducing these behaviors, such as use of integrity tests and other criterion-focused 
occupational personality scales in personnel selection (Ones & Viswesvaran, 2001). However, 
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counterproductivity, like other components of job performance, is influenced by organizational 
and societal changes, and the resulting behaviors have yet to be incorporated into measures of or 
investigations into the construct. This dissertation expands the current construct 
conceptualization of counterproductive work behaviors to include technologically mediated 
instances of work counterproductivity, which I term cyber counterproductive work behaviors 
(cyber-CWB). Cyber-CWB are not an entirely new phenomenon; rather, they can be regarded as 
a form of CWB, modern manifestations of this important performance domain. Despite their 
distinct characteristics and their detriment to contemporary organizations, cyber-CWB have been 
neglected in the scholarly literature. Across the following studies, I discuss and empirically 
examine the measurement, prediction, and reduction of cyber counterproductive work behaviors.  
Counterproductive Work Behaviors  
Understanding cyber counterproductivity begins with the conceptual foundation of 
counterproductive work behaviors (CWB) in general, which are “scalable actions and behaviors 
that employees engage in that detract from organizational goals or well-being and include 
behaviors that bring about undesirable consequences for the organization or its stakeholders” 
(Ones & Dilchert, 2013, p. 645). These behaviors comprise a primary component of overall job 
performance, alongside task performance and organizational citizenship (Rotundo & Sackett, 
2002), with which CWB demonstrates negative relationships (Campbell, 1990; Dalal, 2005; 
Hunt, 1996). Facets of CWB include absenteeism, theft, property damage, harassment, and 
sabotage, among others (Gruys & Sackett, 2003). Although these subdomains were studied 
independently for many years, recent evidence has demonstrated a positive manifold among 
various CWB (Ones & Viswesvaran, 2003; Stanek, Ones, & McGue, 2015). Scholars have 
adopted a two-dimensional taxonomy of CWB, dividing the construct based on the target of each 
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behavior into interpersonally targeted and organizationally targeted CWB (Berry, Ones, & 
Sackett, 2007; Robinson & Bennett, 1995). Interpersonally targeted counterproductive work 
behaviors (CWB-I), such as bullying, are damaging due to their negative influence on the well-
being of organizational members or other stakeholders (e.g., customers). Organizational 
counterproductive work behaviors (CWB-O) include those behaviors that directly harm the 
organization itself, such as theft, production deviance, absenteeism, or disloyalty. Although 
precise data are unavailable and surveys notoriously deficient, credible conservative estimates 
place the combined annual impact of various CWB in the billions of dollars for the U.S. alone 
(see Allen, 1983; Bennett & Robinson, 2000). 
 Due to the importance of CWB to both organizations and scholars as a core component of 
employee job performance, the construct has been heavily investigated. Extensive empirical 
evidence presents negative relationships with conscientiousness, agreeableness, emotional 
stability, and organizational justice (Berry et al., 2007), whereas abusive supervision positively 
predicts CWB (Lian et al., 2014; Sulea, Fine, Fischmann, Sava, & Dumitru, 2013; Wei & Si, 
2013). Despite the rich scholarly literature addressing CWB, current taxonomies and popular 
measures of the construct have yet to include technologically mediated counterproductive 
behaviors. As organizations’ adoption of new technology continuously increases, and as personal 
information technology devices are becoming increasingly pervasive among the majority of 
individuals, employees simultaneously find ways to counterproductively exploit this technology 
(e.g., using work time and technology resources for personal tasks, engaging in illegal or illicit 
activities using work devices). It stands to reason that counterproductive behaviors mediated by 
information and communication technologies display unique characteristics. Unless we build 
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dedicated scales to measure these behaviors and incorporate such measures into targeted 
investigations, efforts to predict and reduce them will be inadequate.  
Cyber Counterproductive Work Behaviors 
To effectively examine these new forms of technologically mediated CWB, a definition 
must first be established. Based on Ones and Dilchert’s (2013) definition of overall CWB, I 
define cyber-CWB as employee behaviors that, utilizing information communication technology, 
detract from legitimate organizational goals or well-being and include behaviors that bring about 
undesirable consequences for the organization or its stakeholders. As defined, cyber-CWB is a 
broad facet of behavior including security breaches, hacking, harassment, adult-related Internet 
use, intellectual property violations, criminal activity, disloyal behavior, falsifying information, 
technological theft, and cyberloafing, among others. Employees can utilize a variety of 
personally-owned or organizationally-provided information communication technology, such as 
computers, tablets, (smart-)phones, memory devices, and networks, to engage in cyber-CWB 
while on- or off-duty. 
While there have been no comprehensive or integrative examinations of cyber-CWB 
comparable to the present research, some limited research on employee technology use has 
resulted in relevant constructs and definitions (Venkatraman, 2008). The present 
conceptualization is distinct from these alternatives by postulating three essential characteristics 
of cyber-CWB. First, cyber-CWB must pose potential harm to the organization to fall under the 
umbrella of counterproductivity, unlike many conceptualizations of employees’ personal use of 
work technology (e.g., non-work related computing; Pee, Woon, & Kankanhalli, 2008). 
Therefore, behaviors that do not result in any cost, risk, or liability to the organization (e.g., 
checking personal email on a lunch break) are not included. Second, unlike Venkatraman’s 
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(2008) conceptualization of cyberdeviance, cyber-CWB need not be normatively deviant. As 
these behaviors increase in prevalence, norms that include frequent cyber-CWB may develop in 
some organizational workforces. For example, in some workplaces, many employees might 
normally engage in extensive cyberloafing, using ICTs for non-work purposes instead of 
working (Lim, 2002). Although those behaviors might be considered “normal” based on 
prevalent performance norms and thus not qualify as deviant, they are still counterproductive. 
Third, cyber-CWB is not limited to a specific technological device or medium and is therefore 
both broader and more applicable to future technological advances than other, related (yet 
narrower) conceptualizations currently available in the scholarly literature (e.g., medium-specific 
conceptualizations and measures of cyberloafing or cyber incivility; Blanchard & Henle, 2008; 
Lim, 2002; Lim & Teo, 2009).  
One might question whether cyber forms of CWB are indeed novel or worthy of distinct 
research attention, suggesting that perhaps, from an organizational and managerial viewpoint, 
reading news websites and viewing pornography online are the same as engaging in their low-
tech equivalents (Block, 2001). For example, Block argues, “the modern problem may be more 
costly than before, but this is surely a difference of degree, not kind” (p. 226), therefore positing 
that previously successful management techniques will remain effective.  However, there are 
clear reasons why cyber-CWB merit empirical investigation. First, the technology used in cyber-
CWB may influence how the phenomena occur (e.g., who engages in cyber-CWB, why, and to 
what extent). If technologically mediated counterproductive behaviors exhibit different 
relationships with antecedents than traditional forms of CWB, distinct managerial interventions 
will be required to reduce them. Second, because employees’ cyber-CWB that utilize firm 
technology implicate their organizations in such misconduct, cyber-CWB increase firms’ legal 
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liability. Third, the existing, albeit limited, empirical investigations of related phenomena 
indicate that cyber-CWB are unique, costly problems plaguing today’s organizations. For these 
reasons, a systematically developed, content-based taxonomy and corresponding validated 
measures of these behaviors are necessary to enable theory building and catalyze future 
empirical investigations into this type of employee misconduct. 
Technology offers unique opportunities to abuse coworkers and harm organizations. The 
online disinhibition effect suggests that certain characteristics of the online experience lead 
people to behave differently in virtual contexts than they typically would in-person (Suler, 2004). 
For example, the asynchronous characteristics of email communication allow employees to 
completely ignore important conversations and messages much more easily than if they had 
occurred in person. Online users experiencing invisibility—the inability to see or be seen by the 
other party—might communicate more abusively towards their colleagues or customers, because 
the perpetrator does not have to face the victim’s reaction. These attributes, among other 
characteristics of the online user experience, may influence employee misconduct. Although 
there is consistency in individuals’ personalities and consequently their behaviors across 
contexts, technology might interact with individual differences to influence employee behaviors. 
Even if an employee displays counterproductive tendencies, aspects of the situation may 
influence choice of specific counterproductive behavior. If cyber-CWB operate differently than 
traditional CWB, they may exhibit a distinct nomological network and thus respond differently 
to various attempts to avoid and reduce these behaviors. Similarly, should these behaviors 
exhibit similar patterns of relationships with individual differences correlates, traditional 
interventions (e.g., selection) might be more impactful than the unique technologically mediated 
interventions that are currently prevalent (e.g., web content filters and monitoring, technology 
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use policies). Without exploring counterproductivity mediated by information and 
communications technology, scholars cannot expect to understand this aspect of employee 
performance, and organizational efforts to reduce them will remain inefficient. 
In addition to cyber-CWB’s nomological network, technology also influences the legal 
liability organizations face for their employees’ or agents’ actions. Many organizations are 
unaware of their responsibility when it comes to employees’ technologically mediated conduct. 
In one particularly egregious example, an employee utilized his work computer to access child 
pornography (Anders & Islinger, 2006). Due to the firms’ electronic monitoring system, the 
company was vaguely aware of his time spent on pornographic websites; but instead of 
intervening appropriately, they merely warned him to stop without investigating further. A 
victim’s parent later accused the firm of sitting idly on information that may have prevented 
further victimization if reported to authorities. Only after a series of court cases and appeals did 
judges absolve the company. The rulings emphasized that while firms have the right to monitor 
employee Internet usage, they must fully investigate violations to the extent allowed by law and 
company policy. Additionally, the ruling stated that organizations have notable responsibilities to 
report employees’ illegal and harmful behaviors and act internally to avoid such abuses. This is 
merely one example of the significant liability that can result from employees’ technology use at 
work. 
Cyber-CWB also merit empirical investigation because they detract from employee job 
performance. Although behaviors that comprise cyber-CWB have only been explored in a 
limited way (investigations scattered across disciplines in the behavioral sciences typically focus 
only on narrow facets such as cyberloafing or intellectual property violations), these behaviors 
have already proven detrimental to productivity. A study examining Facebook usage in 
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emergency department computer workstations found that health care workers spent an average of 
12 minutes per hour browsing Facebook alone (Black, Light, Black, & Thompson, 2013). Most 
alarmingly, this non work-related behavior increased with workload, such that employees viewed 
Facebook more frequently in times of higher patient volume and severity. Because the findings 
were limited to Facebook and hospital-owned devices, this result is surely a gross 
underestimation of employees’ time theft. Using social media when being paid to perform 
employment duties is counterproductive, and in this case, the costs of social networking, a 
seemingly harmless behavior, extend beyond organizational resource loss to more significant 
consequences, including patient endangerment. Despite the clear harm these behaviors cause to 
the organization and its stakeholders, this misconduct would not be detected by published 
measures of CWB, which include related behaviors such as unwarranted breaks but do not 
capture technologically facilitated escapes from work. (The issue is further illustrated by the fact 
that the scale used in the vast majority of all CWB research, Bennett and Robinson’s (2000) 
scale of workplace deviance, was developed not only before the invention of social networks, but 
also before the invention of internet connected smartphones.) 
Investigations into non-work related computing suggest that these behaviors are 
negatively related to job performance as well as more costly to organizations than non-work 
related activities that do not utilize technology, such as taking a break to converse with 
colleagues (Bock & Ho, 2009). Landers and Callan (2014) examined both the positive and 
negative sides of employee social media use by including employee behaviors that were intended 
to benefit the organization as well as harmful behaviors. Although positive social media 
behaviors were not related to job performance, the same employees’ harmful use of social media 
was strongly negatively related to task, contextual, and adaptive performance and strongly 
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positively related to other forms of CWB. Although few in number, studies on various specific 
examples of cyber-CWB have brought to light the destructive outcomes of these behaviors, 
thereby stressing the need to systematically and comprehensively explore technologically 
mediated counterproductive behaviors.  
Overall, the broad construct area of cyber-CWB has yet to be explored in an integrative 
manner. Investigation into these behaviors will contribute theoretically and empirically to our 
understanding of the nomological network of counterproductive work behaviors, both in terms of 
internal structure and external correlates. Moreover, this dimension of performance must be 
studied because the forms of cyber-CWB that have been most neglected are among the most 
concerning to organizations. Online criminal behaviors, misrepresentation, and leaking of 
confidential information potentially pose much greater risks to firms (e.g., legal, reputational) 
than productivity losses due to social media use at work. The study of CWB has historically 
focused on addressing issues of practical importance and providing meaningful solutions to 
organizations. For that tradition to continue, scholars must develop a comprehensive view of 
cyber-CWB and the requisite measures to empirically investigate its antecedents. The various 
narrow cyber-CWB constructs have been explored separately based on a multitude of arbitrary 
distinctions (e.g., specific mode of technology, motivation to engage in behavior, specific 
outcome of behavior). Just as a positive manifold has emerged among various facets and 
subdimensions of “traditional” CWB, so may the currently disconnected facets of cyber-CWB be 
related in meaningful ways. Organizations are currently at risk for cyber-CWB; if scholars seek 
to provide effective solutions, they must first acquire knowledge of the nature, structure, and 




The overall purpose of this dissertation is a conceptual and empirical examination of 
cyber-CWB. Across three studies, I conceptualized cyber-CWB, developed and validated 
effective measures for its assessment, examined its nomological network, and explored the 
potential of multiple interventions to reduce these behaviors. 
In Study 1, I systematically developed a comprehensive measure of cyber-CWB based on 
relevant forms of behavior from academic literature in a variety of disciplines, including 
organizational behavior, management, industrial and organizational psychology, criminology, 
information sciences, communication, and addiction. I then collected data using this scale to 
examine the dimensionality of cyber-CWB and the prevalence of those behaviors. The first study 
contributes refined, valid measures of overall cyber-CWB as well as 12 narrower homogeneous 
item clusters (HICs) to catalyze future investigation into these behaviors. 
 The second study focuses on convergent validity, utilizing the measures developed in 
Study 1. A lack of due diligence to demonstrate construct validity has historically resulted in 
fragmented CWB knowledge developed in silos across various disciplines (Ones & Dilchert, 
2013). Even though scholars have only recently begun to discuss employee technology misuse, 
ambiguity and redundancy of construct labels is already surfacing (S. J. Kim & Byrne, 2011). 
Knowledge of the structure of this domain is also critical to employers, because employee 
performance—including counterproductivity—fundamentally underlies firm performance. 
Therefore, an empirical assessment of cyber-CWB’s relationship with other CWB contributes to 
both theory and practice by further demonstrating its validity and situating the criterion within 
the broader domain of CWB.  
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 Study 3 explores a wide range of potential predictors of cyber-CWB chosen based on 
prior conceptual and empirical links to traditional CWB and technology use. Individual level 
predictors include personality, cognitive ability, integrity, demographic, and affective variables. 
These are supplemented with contextual influences, such as organizational justice, work 
stressors, norms, policies and their enforcement, and electronic monitoring. Further contributing 
to the construct validation of cyber-CWB, patterns of relationships with common correlates are 
presented for both traditional- and cyber-CWB. This study also assesses the interaction effects 
between several powerful predictors of cyber-CWB. It builds upon the previous findings to 
provide recommendations for organizations and managers concerned with reducing cyber-CWB 




Study 1: Scale Development 
Because no measure currently exists to empirically assess cyber counterproductive work 
behaviors, a validated comprehensive measure assessing the construct and its dimensions is 
required. To examine related constructs and their operationalizations, I conducted a broad 
systematic review of the literature on related constructs (e.g., personal use of Internet at work, 
non-work related computing, cyberloafing, cyberbullying). An overview of these constructs is 
provided in Table 1. I centered my literature searches on terms related to counterproductivity and 
deviance combined with various technology terms, only considering articles published after 1990 
in an attempt to exclude outdated technology and scales created prior to the invention of 
currently popular ICTs. Search terms and subjects included variations of the following: 
counterproductive, CWB, deviance, time banditry, personal internet use at work, nonproductive, 
cyber, computer, Internet, ICT, technology, virtual, electronic, online, and computer crime. 
These searches yielded literature from criminology (e.g., cybercrime), industrial and 
organizational psychology (e.g., cyberloafing), organizational behavior (e.g., cyber incivility), 
psychiatry (e.g., online addiction), politeness and communications (e.g., trolling), and 
information sciences (e.g., hacking), among others. I obtained all published quantitative studies 
and exhaustively compiled measures of cyber-CWB-related variables to further examine the 
relevant literature gap and aid in the item generation process.   
Appendix A presents a reference list for all measures reviewed in this process. None of 
these measures assessed the cyber-CWB domain comprehensively. Most either assessed a very 
specific type of behavior or confounded behaviors with intentions and outcomes. Although 
outcomes and intentions may be interesting and provide unique information about employees, 
they should not be included in scales dedicated to the assessment of employee performance, 
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including counterproductive aspects of performance. Employee performance is employee 
behavior (J. P. Campbell & Wiernik, 2015). Intentions are not the same as behaviors and do not 
necessarily result in performance or performance related outcomes. Outcomes, on the other hand, 
are often distally related to employee behaviors, not under employees’ direct control, and/or the 
results of a variety of situational variables. Even the few measures that assessed behaviors and 
demonstrated some breadth of construct coverage included behaviors that were either outside of 
the work context (e.g., cybercrime and students' online misbehavior; Donner, Marcum, Jennings, 
Higgins, & Banfield, 2014; Holt & Bossler, 2009; Selwyn, 2008) or could not be considered 
counterproductive from an organizational perspective (e.g., nonproductive behaviors while at 
work; Mastrangelo, Everton, & Jolton, 2006). By broadly conceptualizing cyber-CWB from an 
organizational perspective, the primary goal in this scale development was thus to construct a 
measure that comprehensively addresses this phenomenon while satisfying prevailing definitions 
of both job performance in general and counterproductive behaviors in particular, thereby 
facilitating expansive workplace investigations.  
Distinctions Between Cyber Constructs 
The literature review uncovered several constructs related to cyber-CWB. Although none 
satisfactorily conceptualized cyber counterproductive behaviors from an organizational 
perspective, a basic understanding of how the most relevant constructs relate to cyber-CWB 
greatly enriches the discussion of this construct.  
Broad Cyber Constructs 
The existing construct most similar to cyber-CWB, cyberdeviance, was introduced in a 
conceptual article but never empirically explored. According to Weatherbee (2010), 
“Cyberdeviancy is defined as voluntary behavior using information and communications systems 
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which either threatens or results in harm to an organization, its members, or stakeholders.” (p. 
39). This definition was based on Robinson and Bennett’s (1995) typology of deviant behavior. 
Also following that typology, Weatherbee posited that cyberdeviant behaviors could be 
categorized by severity (minor vs. serious) and target (interpersonal vs. organizational). It is 
important to note that this distinction was entirely conceptual and never empirically confirmed. 
In the discipline of information sciences, Venkatraman (2008) similarly developed the construct 
of cyberdeviant behaviors based on this typology, but his definition held more closely to the 
deviant (i.e., non-normative) nature by stating, “cyberdeviance is conceptualized as the 
intentional use of information technologies in the workplace that is contrary to the explicit and 
implicit norms of the organization, and that threatens the well-being of the organization and/or its 
members" (p. 22). Because many of the behaviors Venkatraman investigated were not harmful to 
organizations (see below for examples), his initial investigation into cyberdeviance is limited in 
the degree to which it informs cyber-CWB. 
While these conceptualizations are similar in breadth to cyber-CWB as conceptualized in 
the present research, they depend on behaviors’ deviation from organizational norms, 
confounding prevalence, severity, and impact on organizational productivity. Other broad 
conceptualizations of cyber behaviors in the workplace have also incorporated this requirement 
(Mastrangelo et al., 2006). As previously mentioned, I posit that cyber-CWB is not always 
deviant behavior and that it may become even less deviant (in a normative sense) over time.  
Just as counterproductive behaviors need not be normatively deviant, deviant behaviors 
are not always counterproductive. Some measures reliant upon normative deviance include 
behaviors that are uncommon (or may have been uncommon at the time of scale development) 
yet neutral in valence rather than counterproductive. For example, Venkatraman’s (2008) 
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exploration of cyberdeviance included using a work email account for personal messages and 
listening to music, neither of which are necessarily counterproductive. Other studies attempted to 
broadly conceptualize related constructs, such as employees’ personal use of technology while 
working, but similarly included a limited number of cyber-CWB in addition to many behaviors 
without negative organizational consequences, failing to satisfy the definition of CWB 
(Anandarajan, Paravastu, & Simmers, 2006; Anandarajan, Simmers, & D’Ovidio, 2011; 
Mahatanankoon, Anandarajan, & Igbaria, 2004). 
Finally, the dependence of these construct definitions on intentionality is unnecessary for 
the conceptualization of cyber-CWB. Behaviors can still be counterproductive to the interests of 
the organization without being intentional. A classic example within the domain of 
counterproductivity is withdrawal behaviors (e.g., lateness), which may not represent conscious 
actions on the part of employees but certainly result in costs to employers. (Others have argued 
to even further extend the definition of CWB by including unsafe behaviors such as at-fault 
accidents (e.g., Hoffman & Dilchert, 2012). A parallel might exist to cyber-CWB where unsafe 
behaviors might be negligent but not intentional, yet still compromise the organization.) 
Narrow Cyber Constructs 
The majority of published empirical studies relevant to cyber-CWB have pursued 
narrower conceptualizations, focusing on specific forms such as cyberbullying (Hinduja & 
Patchin, 2008), cyber incivility (Lim & Teo, 2009), and cyberloafing (also termed 
cyberslacking). This focus on narrow types of cyber-CWB is likely due in large part to the 
growing foundation of theoretical and empirical studies addressing specific constructs in contrast 
to the scarcity of literature and measures addressing broader conceptualizations of cyber-CWB. 
A similar trend has plagued the field of CWB research until recently (see Ones & Dilchert, 
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2013). Even in the face of evidence that speaks to their interrelationship, many scholars and 
practitioners are failing to recognize CWB as a syndrome of interrelated behaviors. 
One such specific form of cyber-CWB that has received notable attention (where an 
entirely separate literature has developed) is cyberloafing. Cyberloafing refers to employees’ 
voluntary use of company Internet access during work time to view non-work related webpages 
or check personal email (Lim, 2002) and has been referred to as the “IT way of idling on the job” 
(p. 678). Blanchard and Henle (2008) distinguished two primary types of cyberloafing: minor, 
comprised mainly of email-related and slacking activities, and serious, including gambling and 
adult-oriented behaviors. Cyberloafing is sometimes described as aimless web surfing, but it can 
also include strategic, thoughtful personal use of company Internet and time. In those cases, it is 
interchangeable with several other labels that refer to using company Internet and work time for 
personal purposes, including personal web usage, technological time banditry, non-work related 
computing, and Internet abuse (Anandarajan & Simmers, 2004; Bock & Ho, 2009; Brock, 
Martin, & Buckley, 2013; Chen, Chen, & Hsiao-han Yang, 2008; Pee et al., 2008; Young & 
Case, 2004). Recent meta-analytic evidence has demonstrated cyberloafing’s substantial 
relationships with other CWB as well as several contextual and individual differences predictors, 
including norms, boredom, and self-control, among others (Giordano, Mercado, & Dilchert, 
2017). Cyberloafing behaviors represent a specific form of cyber-CWB and are therefore 
represented in this conceptualization and scale development effort. 
 Another relevant narrow construct is cyber incivility, defined as “communicative 
behavior exhibited in computer-mediated interactions that violate workplace norms of mutual 
respect” (Lim & Teo, 2009, p. 419). This is conceptually related to Weatherbee’s (2007) concept 
of cyberaggression, which occurs when employees use email either with the intention or outcome 
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of aggression, and cyberbullying, which involves perpetrators intentionally and repeatedly 
inflicting harm through electronic text (Patchin & Hinduja, 2006). Yet another interpersonal 
construct is cyberstalking, utilizing the Internet to repeatedly intrude on a victim in such a way 
that causes fear or concern (Cavezza & McEwan, 2014). Among these related constructs, 
cyberbullying has received notable scholarly attention, but the majority of cyberbullying 
investigations have focused on youth. Cyber incivility represents recent attempts to assess 
harmful interpersonal cyber behaviors among adults in the work context. Because each of these 
narrow subdomains provides key manifestations of cyber-CWB, each has been incorporated in 
the development of this cyber-CWB measure. 
The last relevant, established construct is information security deviant behavior, a very 
specific type of cyber counterproductive behavior. The construct of information security deviant 
behavior was originally influenced by published literature on deviant workplace behavior and is 
thus concerned with the cost and impact of employee behaviors on organizations (Chu & Chau, 
2014). Specifically, this category of behaviors consists of resource misuse and security 
carelessness, including, for example, actions such as leaving a company computer with 
confidential information unattended or running untrusted applications. These behaviors are 
important instances of cyber-CWB, because they include high-risk actions that create significant 
liability for organizations.  
Each of these related terms provides insight into the overarching construct of cyber-CWB 
and the potential harm these behaviors may cause organizations. The fragmented state of the 
literature has yielded few practically applicable insights for organizations. However, the present 
broad conceptualization of cyber-CWB, viewed as an aspect of job performance from an 
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organizational perspective, provides the foundation to develop actionable solutions for reducing 
their occurrence.  
Scale Development 
Item Generation  
As previously stated, cyber-CWB are employee behaviors that, utilizing information 
communication technology, detract from legitimate organizational goals or well-being and 
include behaviors that bring about undesirable consequences for the organization or its 
stakeholders. This definition leads to a very broad conceptualization of this performance 
construct including any technologically mediated employee behaviors that result in harm to the 
organization.  
Item generation began with determining which kinds of behaviors might constitute cyber-
CWB to be represented in the measure. To gain a more comprehensive understanding of 
potential cyber-CWB, I first turned to the systematic interdisciplinary literature search previously 
described. Then, I conducted an exploratory search of non-academic sources to uncover unique 
behaviors and categories not reflected in existing measures. For example, I searched reddit.com 
(an entertainment and social networking site that functions as an online bulletin board system) 
for employee admissions of misconduct. One example of a particularly insightful Reddit 
webpage consisted of public responses to questions about the worst behaviors users had engaged 
in at work. Although review of these admissions provided several examples of cyber-CWB and 
highlighted the problematic nature of these behaviors, no new categories of behaviors were 
uncovered beyond those elicited by the literature review (see below). The literature review was 
also supplemented with broad searches of media reports discussing different types of cyber-
CWB. I used an iterative process to simultaneously evaluate the behaviors and ensure that the 
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construct conceptualization was sufficiently comprehensive. Although the media-sourced 
behaviors were represented in the original academic literature search, the nonacademic sources 
provided rich details which enhanced conceptualization of some types of cyber-CWB. For 
example, disloyal behaviors are established in CWB scholarship; however, the popular press 
coverage highlighted the accessibility and powerful public presence of social networking 
websites and how such characteristics might amplify consequences of employees’ inappropriate 
criticisms. The results from these searches provided examples of types of cyber-CWB and 
enriched the present conceptualization, guiding a supplementary systematic review of both 
academic and practice-oriented literatures. The focus at this stage of construct and scale 
development was on comprehensiveness, rather than dimensionality or relationships among the 
facets, to ensure the most comprehensive item pool. From this iterative review process, I 
developed the following list of types of cyber-CWB to serve as a guide and ensure adequate 
construct coverage during later item development: harassment, incivility, instigating 
counterproductivity, adult-related Internet use, access violations, falsifying information, hacking, 
disloyal behavior, image-related behavior, hiding misconduct, criminal activity, financial 
theft/misconduct, intellectual property violations, misrepresentation of identity, property 
destruction or loss, sabotage, security breaches, technological theft, and cyberloafing.  
The final objective of the systematic review was to attain all relevant scales and 
individual items that might pertain to the assessment of any of these forms of behaviors. After 
doing so I created an item database, which primarily consisted of items developed in the 
disciplines of management, criminology, and psychology. It included every relevant item from a 
publicly available, English language source that assessed a behavior related to cyber-CWB. This 
resulted in a total of 446 unique items, although some items were derivatives of each other. I 
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then settled on inclusion criteria to establish the first version of the cyber-CWB item pool. These 
criteria were intended to ensure the design of a generally applicable scale that would demonstrate 
high utility across different occupational contexts and diverse samples. First, each item had to 
assess a behavior that met the definition of cyber-CWB (see above). If, at this point, additional 
facets or behaviors had been uncovered that called the definition into question, it would have 
been revised. However, revisions were unnecessary in this case because the behaviors elicited in 
the item generation phase supported the existing conceptualization. Second, items had to reflect 
actual behavior, as the focus was on cyber-CWB as a component of job performance; thus, items 
that primarily reflected intentions, motivation, or outcomes were excluded. Third, to be included 
in the cyber-CWB item pool, each item had to be applicable to a wide variety of workers in 
different job families and positions. For example, many items written to assess cyberloafing 
might be applicable only to hourly workers and not salaried workers who have autonomy over 
when and how they take breaks. In several of those cases, existing items could be modified to 
meet this criterion rather than having to be excluded. Fourth, each item had to assess a behavior 
that is never legitimate in a work context. Some behaviors, such as “burning a CD” (found on 
several existing scales), may be illegal or illegitimate only in certain instances (e.g., when it 
violates intellectual property rights or when used to copy sensitive data). In those cases when 
specific behaviors are deemed counterproductive only under certain conditions (e.g., specific 
illegal contexts or when expressly forbidden by the organization), those conditions had to be 
reflected in the item. This decision rule ensured that all cyber-CWB items/behaviors negatively 
influence the organization and are thus counterproductive. Because some items represented 
relevant counterproductive behaviors but did not meet these requirements in their current forms, 
several were modified or adjusted to allow for their inclusion. Fifth, as much as possible, items 
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were to be phrased in a way that maximizes their applicability to future technological advances. 
Because a measure designed to assess technologically mediated behaviors is very dependent on 
the technology prevalent at a given point in time, items that referred to specific, popular websites 
or even specific communication channels were avoided whenever possible. For example, items 
referring to “social media” were more desirable than those referring to “Facebook” (the initial 
popularity and subsequent demise of Myspace is a good illustration of the importance of this 
principle). The sixth criterion stemmed from a practical concern; because cyber-CWB is 
composed of such a broad set of behaviors and construct coverage was a top priority, items that 
referred to websites or behaviors more inclusively were often preferred (e.g., shopping vs. 
auction sites). Finally, items had to be clearly articulated, free of idioms, and grammatically 
correct; several were revised to meet this condition. 
Many items discovered in this systematic review were relevant but failed to meet several 
of the above criteria. From the 464 items obtained, seventy-eight were unique and either met 
these criteria or could be adapted to fit them. Although this may seem like very few items were 
deemed usable, such yield is not surprising because the vast majority of these items stemmed 
from different literatures and were originally developed to measure a different criterion that was 
only partly related to cyber-CWB. After revisions and adaptations, the 78 items were classified 
into the categories determined earlier. I then estimated how many items would be required for 
each category of behaviors to reach an internal consistency reliability of .80. This estimate was 
calculated using the Spearman-Brown prophecy formula and average inter-item correlations 
within each cluster. To estimate these inter-item correlations, I used known item correlations 
from other scales of analogous facets of behaviors or, whenever possible, composites calculated 
for related, traditional CWB facets provided by Ones and Viswesvaran (2003). For categories 
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where I had adapted more quality items than deemed necessary using the Spearman-Brown 
estimate, I chose items based on content coverage and unique, practically meaningful 
characteristics such as legality or differentiation. Rather than retaining excess items, these items 
were selected to avoid unnecessary redundancy and respondent fatigue in later stages of scale 
development. I also supplemented the leaner facets (i.e., those unlikely to reach high enough 
reliability due to low number of items) by writing new items. For certain facets, little information 
was available and existing scale item correlations called for an impractical number of items. 
Thus, I had to discard the reliability-focused approach in some cases, recognizing that some 
conceptually identified types of cyber-CWB would not yield reliable subscales with a reasonable 
number of items. After thorough consideration of the item criteria and desired construct 
coverage, I developed 31 entirely original items resulting in a total of 109 items from the item 
generation stage. 
Scale Refinement 
Subject Matter Expert Review 
The initial pool of 109 items then underwent two rounds of content-based sorting by two 
independent groups of subject matter experts (SMEs) with extensive experience relating to 
employee counterproductivity in academic and applied settings. Each group of SMEs consisted 
of two scholars holding Ph.D. degrees in industrial and organizational psychology or 
organizational behavior and two graduate students pursuing doctoral degrees. The SMEs had 
each researched employee counterproductivity in the past, and their experience investigating the 
construct ranged from 1-26 years (M = 9.0, SD = 8.5).  
First, four SMEs sorted the items into categories they perceived as meaningful (an “open 
sort”). At that time, sorters were also provided with the definition of cyber-CWB and provided a 
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“not cyber-CWB” category, where they were asked to place items that did not fit the definition. 
SMEs were provided minimal additional guidance in this task, but were instead asked to sort 
behaviors based on “similarity” only (rather than severity, co-occurrence, or other criteria). 
Following their independent sort, each SME named the resulting categories. The SMEs produced 
a range of 14-21 categories. I then reviewed the category labels and merged categories with 
practically identical category names (e.g., “cyberloafing”, “slacking”, and “time shirking”), 
combining their item pools across SMEs. This process yielded fifteen content-based categories 
as well as two categories to indicate ambiguity (i.e., did not cleanly fit into any specific category) 
and our predetermined category for poor items (i.e., did not meet the definition of cyber-CWB). 
For the content-based categories, the number of SMEs who sorted each of the possible items in 
this new merged category was noted, and a proportion computed (e.g., 3 of 4 SMEs, or 75%, 
might sort “surfing the web” into cyberloafing, while one SME placed the item into another 
category). These values were computed for all items and averaged across items in each category. 
The latter statistic indicates the average agreement across items and SMEs for that category, and 
is the best indicator that the category represents a homogeneous content domain (it should not be 
interpreted as “proportion of items SMEs agreed on,” but rather “average agreement of SMEs on 
the item level, for all items possibly to be included in that category”). Average agreement across 
items in the categories ranged from .55 to 1, with the exception of theft, which exhibited an 
average agreement rating of .45. Due to its rich content coverage, I retained theft at this stage, 
recognizing the opportunity to further evaluate and refine it in the following three stages of scale 
refinement.   
The 15 categories established in the open sort were then used for further item evaluation 
and structure determination in a closed card sort. In the closed sort, four additional SMEs were 
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presented with all items as well as the names of those categories that emerged from the open sort. 
Agreement on the item level—proportion of SMEs sorting an item into the same category—was 
then used to make decisions on item retention; items with agreement below 75% were 
eliminated. This sort resulted in the exclusion of 33 items that were deemed unclear, ambiguous, 
or multi-faceted. Additionally, one category (netiquette violations) was deleted, because it only 
contained one item after review of the closed sort. This process yielded a rationally derived, 
content-based taxonomy and lower-order structure of cyber-CWB, which was the basis of this 
scale development and refinement.  
Reliability Analyses 
To continue scale refinement based on empirical evidence, the refined pool of 76 items 
was administered online to participants under conditions of anonymity. Because the 
dimensionality of cyber-CWB and the factor structure of the current measure had yet to be 
established, items were administered in random order. The scale anchors administered were 
based on specific frequencies of occurrence. Previous research indicates that vague quantifiers 
(e.g., rarely, frequently) are influenced by both perceptions of norms and the idiosyncratic 
interpretations of individuals (Wänke, 2002; Wright, Gaskell, & O’Muircheartaigh, 1994). 
Because norms are likely to influence engagement in cyber-CWB, the measure must avoid 
confounding this perception with employees’ self-reported levels of cyber-CWB. More 
importantly, the perceived meaning of vague quantifiers varies with the frequency and severity 
of the event (Krumpal, Rauhut, Böhr, & Naumann, 2011). For example, if respondents evaluate 
two events with the same objective frequency, they typically indicate the more severe event to be 
more frequent. This is particularly noteworthy for the assessment of cyber-CWB, because the 
behaviors differ greatly in severity. A quantitative frequency scale provides the richest 
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information for use in applied settings. Instructions asked participants to “Please answer the 
following questions in relation to your current position. Please indicate how frequently you 
engage in the following activities.” Participants responded using a 7-point scale with the anchors 
“never,” “once a year,” “several times a year,” “once a month,” “once a week,” “once a day,” 
and “several times a day.” 
Two distinct samples were utilized in this stage of scale development to enhance the 
measure’s generalizability to various populations. In both samples, participants were required to 
have access to some form of technology at work. They were deemed eligible if they answered 
“yes” to at least one of the following two screening items: “Does your organization provide 
access to technology (phones, computers, other electronic devices?” and “Do you use any 
personal technological device (a smartphone, tablet, or laptop) while at work?”  All respondents 
participated voluntarily. The first scale development sample (Sample 1a) consisted of 419 
employed management and psychology students at an urban university who participated on a 
voluntary basis to gain course credit. The sample was 41.6% male and very diverse in terms of 
race and ethnicity (47.8% White/Caucasian, 40.1% Asian, 7.9% African American, 14.9% of 
Hispanic background; multiple responses were possible). Participants ranged in age from 18 to 
52 (M = 21.8, SD = 4.8). The median number of hours worked per week was 22 (M = 23.8, SD = 
10.1); median job tenure was one year (M = 1.7, SD = 2.2). On average, participants had 4.5 
years of total work experience (SD = 4.1). The majority (57.1%) were entry-level employees, and 
19.7% were intermediate-level employees without subordinates. Nearly one quarter (23.3%) had 
managerial responsibility, ranging from first-level supervisors to executives. These participants 
had access to a wide range of technology in the workplace, with a substantial proportion 
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accessing an employer-provided computer (84.2%) or a personally owned smartphone (81.4%) 
while working.  
The second scale development sample (Sample 2) consisted of 295 full-time employees 
recruited via Amazon Mechanical Turk (MTurk), with the goal of obtaining a sample 
representative of the U.S. working population. Empirical evidence has demonstrated that data 
collected via MTurk display psychometric properties similar or superior to data obtained using 
more traditional convenience sampling methods (Buhrmester, Kwang, & Gosling, 2011; Paolacci 
& Chandler, 2014; Steelman, Hammer, & Limayem, 2014). Sample 2 was 56.4% male and 
predominantly (75.9%) Caucasian. Participants ranged in age from 20 to 67 years (M = 34.4, SD 
= 9.4). The median number of hours worked per week was 40 (M = 41.6, SD = 4.8); median job 
tenure was 3.8 years (M = 5.2, SD = 4.7). On average, participants had 14.1 years of total work 
experience (SD = 8.8). Nearly half (49.5%) had managerial responsibility, ranging from first-
level supervisors to executives, 37.6% were intermediate-level employees without subordinates, 
and 12.9% were entry-level employees. Again, participants had access to a wide range of 
technology in the workplace; nearly all (90.5%) had access to an employer-provided computer, 
and the vast majority (76.4%) had access to a personally owned smartphone while working. 
Internal consistency reliability estimates were computed for the overall cyber-CWB score 
and the content-based item clusters. Three of the item clusters (concealment, lack of courtesy and 
respect, personal gain) exhibited undesirable characteristics at both the scale- and item-levels; 
they exhibited poor reliability and their items demonstrated notable overlap with other clusters, 
thus failing to enhance construct coverage beyond the remaining clusters. Therefore, they were 
excluded. Of the remaining 11 item clusters, nine clusters exhibited internal consistency 
reliabilities exceeding .80. I used the Spearman-Brown formula to estimate how many (or, how 
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few) items would be required for each item cluster to reach an internal consistency reliability of 
.80. The best subset of items was selected based on content coverage (maximizing uniqueness) as 
well as which items, if deleted, would increase the internal consistency of the respective clusters. 
For each content-based cluster, I also examined scale and item characteristics, and the reliability 
of one cluster was notably improved by excluding a poorly performing item. Finally, internal 
consistency reliabilities were re-computed for each of the eleven refined item clusters (αs ranged 
from .74 to .93 in Sample 1a and .72 to .92 in Sample 2, with the exception of Negligent IT 
Practices, which exhibited internal consistency of α = .58 in Sample 1a) and the overall measure, 
which contained 47 items (α = .92 and .95 in Samples 1a and 2, respectively). See Table 2 for a 
complete list of reliability estimates of the cyber-CWB scales in Samples 1a and 2 after this first 
round of empirical refinement.  
Factor Analyses 
After refining the item pool based on reliability analyses, I conducted exploratory factor 
analysis to investigate empirical support for the rationally derived item clusters established by 
subject matter expert sorts. For these analyses, I utilized the data previously collected from 
Samples 1a and 2. However, Sample 1a was supplemented with additional employed student 
participants to further increase analytical power for the factor analyses; the larger sample is 
referred to as Sample 1. See Table 3 for detailed descriptives of both scale development samples.  
To examine whether the item clusters would indeed result in a single general factor, I 
conducted principal axis factor analysis on the items within each item cluster. Principal axis 
factoring is appropriate due to the nonnormality in cyber-CWB (Fabrigar, Wegener, MacCallum, 
& Strahan, 1999). The resulting factor loadings for each item cluster in Samples 1 and 2 are 
provided in Table 5. For all of the item clusters except disloyal behavior, each cluster was best 
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represented by one general factor. In the case of the disloyal behavior cluster, two factors were 
extracted, together explaining a large proportion of the variance in both samples (56.6% and 
63.6% in Samples 1 and 2, respectively). These two factors also added substantial conceptual 
clarity, dividing the disloyal behavior cluster into a factor that represented traditional disloyal 
behaviors, such as misrepresenting the company and mistreating customers, and another factor 
that included behaviors such as complaining about the organization. One item cross loaded onto 
both factors. Due to the content of that particular item, (“Criticize your company’s products or 
services publicly online”), as well as its factor loadings, I included it in the first factor.  In light 
of this evidence, I divided the disloyal item cluster into two separate clusters for further analyses 
and refinement (see below). This stage of refinement yielded the final twelve homogeneous item 
clusters (HICs) in the cyber-CWB scale.  
These analyses also allowed for the creation of an abbreviated cyber-CWB scale. Relying 
upon the item-level exploratory factor analyses that were conducted to refine the HICs, the item 
with the highest loading on the general factor within each HIC (the best “marker” for a particular 
cyber-CWB domain) was included in the abbreviated measure. When the highest loading item 
differed across samples, I compared the base rates of those highest loading items and included 
the item for which the highest proportion of participants reported engagement (in order to further 
improve measurement properties of the abbreviated scale). This resulted in a 12-item abbreviated 
measure of cyber-CWB, which reflects the 12 homogeneous item clusters. Although the 
abbreviated scale may be useful, given generally low base rates of such behaviors, the 
comprehensive scale should be used to broadly assess cyber-CWB in most research applications. 
In cases where a smaller set of items is necessary, the most practically and theoretically useful 
measure will likely be carefully selected subscales of the most relevant behavioral clusters. 
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Final Homogeneous Item Clusters 
 The scale refinement and reliability analyses yielded twelve HICs within cyber-CWB, 
which are described briefly below. See Table 6 for reliability estimates of each of the final cyber-
CWB scales in each sample. Appendix B provides the complete list of items retained in the final 
measures by HIC.  
 Adult Internet Use. Adult Internet use refers to the viewing or use of websites, files, or 
communications that contain pornographic or sexually explicit content. This HIC is assessed 
with four items, including an item that addresses child pornography specifically, due to the 
unique legal liability associated with those behaviors. It is important to recall that, as is the case 
for many cyber-CWB described here, some of these behaviors need not necessarily occur in the 
workplace, but also qualify as cyber-CWB if they occur using work ICT devices, or sometimes 
even using personal devices while employees should be working. 
 Cybercrime. The cybercrime HIC assesses engagement in criminal (i.e., illegal) acts 
using information and communication technology resources associated with the organization. As 
discussed previously, the majority of CWB measures in general, as well as the present cyber-
CWB measure, do not require behaviors to be illegal to qualify as CWB. However, this HIC 
emerged consistently and exhibited strong cohesiveness across all stages of scale refinement, 
from SME sorts to reliability analyses, even though SMEs were specifically instructed not to 
group behaviors based on severity or outcome. It includes three items that cover drug 
transactions, illegal online content, and general criminal activity using ICT devices.   
 Cybergriping.  Cybergriping refers to employees’ use of the Internet and/or social media 
to publicly complain about their employers, organizational stakeholders, or work experiences. 
This HIC, assessed with three items, resulted from the empirical refinement of the original 
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disloyal behavior item cluster. Upon conducting exploratory factor analysis, disloyal behavior 
was clearly distinguished into two conceptually and empirically separate HICs, cybergriping and 
cybersullying (see above).  
 Cyberharassment. Cyberharassment is to engage in directly threatening or aggressive 
behaviors that disturb or distress colleagues or customers. This three-item HIC assesses sending 
undesirable messages to organizational stakeholders, contacting stakeholders to the point of 
creating distress, and general harassment using various forms of information and communication 
technology. Among cyber-CWB clusters, this is the only HIC that includes only behaviors that 
are interpersonally targeted. 
 Cyberloafing. Cyberloafing refers to employees’ use of technology for personal matters 
during times they should be working. This seven-item scale assesses employees’ use of various 
forms of phone, email, messaging applications, and Internet access for personal use while they 
should be working. In developing these items, careful attention was paid to inclusivity regarding 
the source of technology (e.g., not specifying organizationally-provided devices), type of 
technology, or location of these behaviors—the focus is on assessing whether personal use of 
ICT devices is interfering with work, not whether employees are abusing work devices for 
personal use. Thus, all items specify that the behavior occurs when the employee should be 
working to avoid assessing behaviors that employees engage in during legitimate down-time. For 
example, in some occupational contexts, employees are allowed to attend to personal tasks when 
there is no work task waiting (e.g., information desk attendants with no clients). Such behaviors 
are not represented by this HIC, since they do not satisfy prevailing definitions of 
counterproductive work behaviors. 
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 Cybersabotage. Cybersabotage includes the modification or damage of organizational 
data, property, or files in ways that compromise or eliminate their usefulness. This three-item 
scale assesses damage and destruction of an organization’s computer resources and data, 
including both direct and indirect harm (e.g., creating or deploying viruses). All items in this 
HIC involve conscious effort on behalf of the employee; the HIC does not include damage that 
occurs due to negligence. 
 Cybersullying. Cybersullying refers to publicly exhibiting behaviors or opinions that 
negatively reflect on one’s employer. These behaviors poorly represent the employer and may 
result in reputational losses for the organization as well as the negative consequences of such 
image destruction. This HIC resulted from the second factor extracted from the original disloyal 
behavior cluster. This four-item scale assesses public criticisms of company products or services, 
public mistreatment of customers on behalf of the company, and the display of questionable 
behavior or opinions using work-related Internet accounts. 
 Cybertheft. Cybertheft is to misdirect or appropriate organizational resources or property 
to oneself or another illegitimate recipient. This three-item scale includes stealing software, 
hardware, or other electronic resources from the organization as well as using technology to 
misdirect financial resources. 
 Deception and Data Falsification. This HIC refers to the electronic transmission of 
inaccurate information to colleagues or customers. This four-item scale includes falsification of 
electronic records, propagation of inaccurate information, and misrepresenting an employee’s 
identity online. 
 Hacking. Hacking is to circumvent information security by accessing accounts without 
authorization or inappropriately granting access to data or technological resources to 
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unauthorized users. This five-item scale includes accessing company data and devices without 
authorization, using another’s credentials or data without authorization, and altering another’s 
information without authorization.  
 Intellectual Property (IP) Violations. IP violations refer to infringement of the 
intellectual property rights of the owner of a work. This five-item scale includes illegally 
downloading files or media using company Internet, electronically violating copyright or IP, and 
using pirated software in the work context. The behaviors included in this scale specifically refer 
to violations that occur as part of work tasks or using company Internet. IP violations outside of 
the work context (e.g., pirating media for personal use at home) are not reflected in this measure, 
because they are not counterproductive work behaviors. 
 Negligent Information Technology (IT) Practices. Negligent IT practices refer to the 
failure to exercise reasonable care to safeguard information technology or data. This three-item 
HIC includes failing to safeguard work login information by sharing credentials, using untrusted 
technology for work tasks, and leaving devices unattended. These behaviors compromise the 
security of organizationally-owned IT. 
Higher-Order Structure of Cyber-CWB 
After refining the item pool and establishing homogeneous item clusters, I investigated a 
potential higher-order structure within cyber-CWB that might subsume the lower-order HICs 
established in previous stages (e.g., interpersonal and organizational CWB in the broader 
domain). To explore the potential higher-order structure, I conducted a separate principal axis 
factor analysis on HIC scale scores, which represented the rationally derived and empirically 
supported lower-order structure of the construct.  
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In analyzing both Samples 1 and 2, two factors were extracted using the criterion of an 
initial eigenvalue of 1.0 or greater. However, because the second factor explained relatively little 
variance (5.0/69.9% and 4.1/ 67.9% explained by both factors in Samples 1 and 2, respectively) 
and visual examination of the Scree plots suggested a unidimensional structure, a one factor 
structure proved superior and more parsimonious. When HICs were forced to load onto a single 
general factor (i.e., only one factor was extracted), results yielded a single higher-order general 
cyber-CWB factor which explained 64.4% and 63.6% of the variance in Samples 1 and 2, 
respectively. All item clusters loaded strongly onto the general factor with factor loadings 
ranging from .504 to .936 and .545 to .927 in Samples 1 and 2, with the exception of 
cyberloafing, which exhibited very weak loadings onto the general factor (.194 and .284 in 
Samples 1 and 2, respectively). These findings are not necessarily surprising, because I posit that 
cyberloafing behaviors are modern manifestations of withdrawal behaviors. Results from meta-
analytic investigations into the structure of counterproductivity demonstrate that withdrawal best 
fits as a separate factor beneath the broader umbrella of general CWB, rather than as a facet 
within organizational CWB, and that it demonstrates a weaker pattern of relationships with other 
forms of counterproductivity (Giordano, Wiernik, & Ones, 2016).  
My findings indicate that cyber-CWB is best represented by a single higher-order factor 
comprised of the narrower homogeneous item clusters, which are comprised of individual items. 
Both the unidimensional overall structure and the homogeneous item clusters add substantial 
value to the conceptualization and measurement of cyber-CWB. Although the behavioral clusters 
that comprise cyber-CWB exhibit a positive manifold akin to that demonstrated by traditional 
forms of work counterproductivity, HICs may display different relationships with antecedents 
and thereby require distinct organizational interventions to target different types of cyber-CWB.  
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Relationships Among Homogeneous Item Clusters 
Knowledge of the interrelationships among HICs is critical to understanding the nature of 
cyber-CWB, because these interrelationships further empirically demonstrate the cohesiveness of 
cyber-CWB, despite the variety and distinction among clusters. Therefore, I examined the 
correlations between the overall cyber-CWB scale and its HIC-based subscales. To provide the 
best population estimates, I conducted psychometric meta-analyses for all subsequent analyses in 
this dissertation (Schmidt & Hunter, 2014), combining results across available samples. Analyses 
were conducted using the Open Psychometric Meta-Analysis software (Wiernik, 2017).  
The meta-analytic database included both scale development samples (Samples 1 and 2) 
as well as a third sample of full-time employees (Sample 3), who were recruited in a similar 
fashion as Sample 2 and displayed similar characteristics (see Table 4 for detailed sample 
descriptives). I administered the refined cyber-CWB scale of 47 items to Sample 3, rather than 
previous versions of the item pool. Table 6 reports reliability estimates of the cyber-CWB scales 
in this sample. These data were collected as part of a larger data collection used to examine the 
convergent validity and nomological network of cyber-CWB as described in subsequent studies.  
Table 7 reports the relationships among counterproductivity criteria. To facilitate an 
examination of unbiased, construct-level relationships, values reported in the tables are zero-
order correlations corrected for attenuation due to measurement error in both criteria (see Table 8 
for detailed information about the artifact distributions utilized; Appendix C reports observed 
relationships).  
After accounting for attenuation due to measurement error, the abbreviated scale 
demonstrated a relationship near unity with the overall cyber-CWB scale (ρ = 1.00; r = .93). 
However, because this value represents a dependent, part-whole correlation, an additional 
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correlation was computed between the abbreviated scale and the remaining items of the overall 
cyber-CWB measure. While the observed, uncorrected correlation was slightly lower (r = .88), ρ 
was again unity. This finding is encouraging, as it indicates that the abbreviated scale is a good 
marker for the overall cyber-CWB construct, and might provide some usefulness in settings were 
the full scale (or selected HICs) cannot be administered. HIC scales also demonstrated strong 
relationships with the overall cyber-CWB scale; ρs ranged from .70 to .89 for relationships with 
total cyber-CWB scores (part-whole correlations).  
With regard to HIC relationships, the meta-analytic analyses combining results across 
samples revealed uniformly high intercorrelations, although some interesting patterns emerged. 
Notably, cyberloafing displayed the weakest relationships with other HICs (ρs ranged from .15 
to .38). Although more highly related than cyberloafing, cybergriping also demonstrated 
somewhat weaker effects with other HICs than the remaining clusters (ρs from .38 to .67). On 
the other end, a few interrelationships between specific HICs stand out among the generally high 
intercorrelations. First, several conceptually similar HICs demonstrated exceptionally strong 
relationships. Strong relationships between cybercrime and several HICs that also reflect illegal 
behaviors, but which nonetheless sorted onto mostly content-driven HICs, such as 
cyberharassment, cybertheft, and IP violations, are also noteworthy. Cybersabotage, cybertheft, 
and deception and data falsification demonstrated interrelationships approaching unity. Each of 
these HICs includes behaviors that are actively harmful towards the organization. These 
behaviors require conscious effort to damage or exploit organizational resources. Similarly, 
hacking and deception and data falsification both involve the willful, unauthorized access of 
someone else’s (i.e., organization’s or coworker’s) resources for one’s own purposes. 
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Overall, the strong interrelationships across HICs demonstrate one of the core premises 
of this dissertation. As evidenced by prior advances in CWB scholarship (Ones & Viswesvaran, 
2003), seemingly distinct counterproductive behaviors exhibit substantial interrelationships and 
therefore represent manifestations of a broader, more inclusive construct. When the likelihood of 
employees engaging in one form of cyber-CWB increases, the likelihood that they will display 
other cyber-CWB also increases. Because disparate cyber-CWB have been studied narrowly in 
disciplinary silos, their strong interrelationships had not previously come to light. Such failure to 
realize interrelationships can lead to harmful consequences in applied settings. For example, an 
employer addressing issues of cybercrime might fail to investigate seemingly distinct but highly 
related behaviors, such as cyberharassment, thereby overlooking severe damage caused by 
employees. However, utilizing an inclusive conceptual framework and a broad measure allows 
for this cohesive behavioral domain to be more deeply investigated and these practical concerns 
better managed.  
Conclusions 
In this first study, I conceptualized cyber-CWB as an important, modern manifestation of 
counterproductive work behaviors, supported by an interdisciplinary systematic literature review, 
and operationalized cyber-CWB by developing a measure that underwent several stages of 
empirical refinement. This process resulted in a unidimensional conceptualization of cyber-
CWB, compromised of twelve narrower homogeneous item clusters, as well as corresponding 
validated measures. These measures include a 47-item comprehensive scale, a 12-item 
abbreviated scale, and twelve subscales assessing the respective HICs. The development of these 
theoretically-informed and empirically established scales is the first contribution of this 
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dissertation to research and practical efforts aimed at managing counterproductivity in the 




Study 2: Convergent Validity 
Introduction 
 Examinations of convergent validity are critical when evaluating a newly developed 
construct’s contribution to an existing domain of scholarly research. Development of a new 
construct requires not only its definitional conceptualization but also empirical examination of 
relationships of its measures with those of related constructs. Often, researchers who propose 
“new” constructs simply develop measures for concepts that already exist under a different label 
or within a different discipline. A prime example of this parallelism is demonstrated by Ones and 
Dilchert (2013) in their assessment of various construct labels that fall within the domain of 
counterproductive work behaviors. Comparing only those constructs with similar breadth and 
content as CWB (as conceptualized within industrial-organizational psychology) yields at least 
ten different construct labels, each with their own distinct literature (often but not always in other 
academic disciplines), with very little “divergent validity evidence [that] has shown them to be 
distinct from other broad measures of CWB” (p. 646). This isolated growth of constructs in 
subdisciplinary siloes serves only to impede the advancement of knowledge (e.g., small-sample 
investigations of predictive validity, fragmented quantitative reviews of nomological networks).  
Although cyber-CWB is a novel extension of employee performance distinct from 
previous constructs, some of the narrower facets of cyber-CWB have already demonstrated 
evidence of this fragmented development. As reviewed above, many different disciplines (e.g., 
criminology, psychology, management, information sciences, communication) have investigated 
phenomena that fall under the umbrella of cyber-CWB, but few studies have taken an 
interdisciplinary approach to examining them. This has resulted in several, closely related 
constructs that developed within various disciplines (S. J. Kim & Byrne, 2011). By reviewing 
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each of those separate literatures and measures in the development of cyber-CWB, I integrate 
currently disparate constructs, catalyzing future research on these issues across domains. 
Key to the development and validation of cyber-CWB is its contextualization as part of 
the broader domain of CWB. Therefore, in this study, I examine the convergent validity of 
cyber-CWB with traditional operationalizations of CWB. Because I propose that cyber-CWB is 
an extension of counterproductive work behaviors, I must empirically examine convergence as 
well as the unique contribution provided by cyber-CWB and its measures. In light of cyber-
CWB’s conceptual foundation as a form of CWB, I expect it to demonstrate convergence (but 
not total redundancy) in the form of strong correlations with other facets of CWB.  
Several additional patterns of relationships can be expected based on the structure and 
content of the cyber-CWB scale and would further situate cyber-CWB within the domain of 
work counterproductivity. The majority of cyber-CWB HICs address organizationally targeted 
behaviors, a focus which is not uncommon within the CWB literature, where previous 
investigations have also demonstrated more forms of organizationally targeted than interpersonal 
CWB (e.g., Spector et al., 2006). Due to this organizational focus, cyber-CWB can be expected 
to demonstrate stronger relationships with organizationally targeted CWB than interpersonal 
CWB. In the same vein, cyberharassment, the single cyber-CWB HIC to purely assess 
interpersonally targeted behaviors, should demonstrate stronger relationships with interpersonal 
CWB than do other HICs. 
In addition to following the next step in the proper scientific protocol for proposing and 
evaluating the contribution of a new construct, this examination of convergent validity also has 
practical implications. Demonstrations of cyber-CWB’s convergence with other facets of 
40
 
traditional CWB will inform utility estimates for various interventions aimed at avoidance and 
reduction of each type of CWB.  
Methods  
 This study draws on the meta-analytic database created to explore the interrelationships 
among cyber-CWB criteria in the final stage of Study 1.  
Measures 
Cyber Counterproductive Work Behaviors (cyber-CWB). The comprehensive, 47-
item cyber-CWB scale developed in Study 1 was administered to all participants. This measure 
yields scale scores for overall cyber-CWB as well as the twelve narrower HICs. See Table 6 for 
internal consistency reliability estimates for each scale in each sample. 
Counterproductive Work Behaviors. To assess traditional forms of CWB, I 
administered Bennett and Robinson’s (2000) scale of employee deviance, the most commonly 
used scale of CWB. This scale consists of 19 items and yields subscale scores for interpersonal 
and organizational CWB. Internal consistency reliability estimates across samples ranged from 
.966 to .912 for the overall scale, .821 to .846 for CWB-I, and .790 to .867 for CWB-O. 
Analyses 
Zero-order correlations were computed between the overall measure and subscales of 
cyber-CWB and CWB. Then, psychometric meta-analyses (Schmidt & Hunter, 2014) were 
conducted using Wiernik’s (2017) Open Psychometric Meta-Analysis software. The reported 
relationships are corrected for attenuation due to measurement error in both scales using artifact 





 Table 7 presents construct-level relationships among all examined counterproductivity 
criteria, including the overall and abbreviated cyber-CWB scales, the twelve HIC subscales, 
CWB, CWB-I, and CWB-O. As was expected due to the conceptual foundation of cyber-CWB, 
the various cyber-CWB criteria demonstrated strong positive relationships with CWB, including 
CWB-I and CWB-O, supporting convergence between the two constructs. Also aligning with 
prior expectations based on the dominance of organizationally targeted behaviors in the cyber-
CWB scale, overall cyber-CWB demonstrated slightly stronger relationships with overall CWB 
(ρ = .68) and CWB-O (ρ = .68) than CWB-I (ρ = .59). A similar pattern was observed between 
the abbreviated scale and CWB. All twelve cyber-CWB HICs correlated strongly and positively 
with overall CWB (ρs ranged from .44 to .58 across HICs). Relative to the other HICs, 
cybersabotage and cybertheft demonstrated slightly weaker relationships with traditional CWB 
(ρs = .45 and .44, respectively) and CWB-O (ρs = .41 and .40). Cyberharassment, the HIC most 
interpersonally focused, demonstrated a slightly stronger relationship with CWB-I than did the 
other HICs (ρs = .60). In contrast, cyberloafing, a HIC which contains no interpersonally targeted 
behaviors, exhibited the opposite pattern, relating comparatively weakly to CWB-I (ρ = .32). 
Discussion 
Overall, the strong relationships between all cyber-CWB and traditional forms of CWB 
empirically demonstrate the link between these various behaviors, suggesting that they are 
indicators of a common behavioral domain. One of the primary objectives of this dissertation is 
to investigate and document the convergence between these criteria, because cyber-CWB are 
posited as a form of CWB rather than a unique performance domain. These results strengthen 
that assertion.  
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In addition to the general relationships with CWB, several patterns of criterion 
interrelationships further demonstrate the construct and convergent validity of cyber-CWB. First, 
cyber-CWB demonstrates a stronger relationship with organizationally targeted CWB than 
interpersonal CWB. This is in line with expectations, because most cyber-CWB items assessed 
organizationally targeted behaviors. In fact, cyberharassment was the only cyber-CWB HIC that 
specifically assessed interpersonal counterproductivity, and it demonstrated slightly stronger 
relationships with CWB-I than did the other cyber-CWB HICs. Cyberloafing, a HIC which 
contains only behaviors that were entirely organizational in nature, demonstrated a relatively 
weak relationship with interpersonal CWB compared to the other HICs. Again, this pattern of 
relationships demonstrated convergence and supported the conceptualizations of the HICs. 
Surprisingly, cybertheft and cybersabotage exhibited weaker relationships with CWB-O, despite 
their clear organizational targets. Perhaps, due to the focus on computer resources and data 
involved in these HICs, these behaviors were less related to traditional forms of 
counterproductivity. It is also possible that these distinct behaviors are motivated by different 
drivers than other CWB. Further investigation is needed to explain this interesting pattern of 
relationships.  
In sum, all forms of cyber-CWB exhibited strong convergence with other forms of CWB. 
This supports the conceptual foundation of the present dissertation that cyber-CWB are 
manifestations of CWB. In addition to this convergence, interesting patterns of relationships 
surfaced within the HICs, demonstrating that cyber-CWB differ in their relationships with other 
CWB. To further explore the relationship between cyber-CWB and traditional CWB, I examine 
the patterns of relationships between both sets of criteria and many common correlates in Study 
3’s analysis of cyber-CWB’s nomological network. Specifically, demographic variables, 
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individual differences variables, organizational factors, affective variables, and organizational 
citizenship behaviors are included. Because various cyber-CWB demonstrate different 
relationships with traditional CWB, their relative patterns with common correlates may aid in 





Study 3: Prediction and Means for Reduction  
The contribution of cyber counterproductive work behaviors as an extension of the CWB 
criterion domain is greatly enhanced by an investigation of their nomological network. Only 
when the construct’s relationships with various correlates are known can we integrate cyber-
CWB into the larger domain of counterproductivity at work. Moreover, knowledge of 
relationships with various antecedents typically used as predictor variables in organizational 
settings will have a variety of practical implications and applications. Although the nomological 
network of CWB has been extensively examined, cyber-CWB may exhibit distinct patterns of 
relationships with typical correlates of CWB, based on its unique technological component or 
prevalence. Therefore, this study empirically examines constructs that are theoretically and 
conceptually linked to cyber-CWB as well as variables that have been known to be antecedents 
or important correlates of CWB generally. Because individual differences have so powerfully 
predicted other forms of counterproductive behaviors and hold potential for applications in 
personnel selection, I examine cyber-CWB’s relationships with personality, integrity, and 
cognitive ability. Contextual variables provide the opportunity for organizations to positively 
influence their employees’ behaviors or design appropriate interventions; therefore, the effects of 
organizational justice, job stressors, subjective norms, organizational policies and their 
enforcement, electronic monitoring, and job location are also investigated. I also examine the 
demographic variables of age and gender based on their established relationships with deviance 
and technology use. To further understand the nomological network of cyber-CWB and its 
convergence with CWB, patterns of relationships of both CWB and cyber-CWB with common 




Individual Differences Predictors 
Personality. Due to their utility for applications in personnel selection, the relationships 
of personality variables with CWB have been investigated in much depth. While much of this 
research has focused on the personality trait of conscientiousness, several other traits (both at the 
Big Five Factor as well as lower and higher levels of the personality trait taxonomy) have been 
investigated and found to be predictive of CWB in general. Much of this research was spawned 
by Ones, Viswesvaran, & Schmidt’s (1993) meta-analysis that showed that both overt and 
personality based integrity tests predict both overall job performance as well as CWB in 
particular. Since then, many scholars have focused on the three personality factors of 
conscientiousness, agreeableness, and emotional stability, which compose the meta-trait of 
stability or Factor Alpha (DeYoung, 2006; Digman, 1997), and are also at the root of many 
criterion focused personality scales, such as integrity (Ones & Viswesvaran, 2001). Several 
subsequent meta-analyses have established the importance of these three factors in the prediction 
of CWB. Salgado (2002) found conscientiousness and agreeableness were negatively related to 
deviant behaviors and turnover at practically meaningful levels. Dudley, Oris, Lebiecki, and 
Cortina (2006) established that both the factor of conscientiousness as well as some of its facets 
(most notably dependability) relate to avoiding CWB on the job. The most recent, 
comprehensive meta-analysis found that agreeableness, conscientiousness, and emotional 
stability each predicted avoiding both interpersonal and organizational CWB (Berry et al., 2007), 
with agreeableness displaying a stronger relationship with CWB-I and conscientiousness a 
stronger relationship with CWB-O.  
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Recently, the influence of personality on counterproductive behaviors has been explored 
in the context of employee technology misuse. Although these studies have primarily focused on 
cyberloafing to date, notable similarities with established personality-CWB relationships have 
emerged. Conscientiousness was found to predict various forms of cyberloafing and computer 
deviance across studies (Burns, 2014; Everton et al., 2005; Jia et al., 2013; Kim, Triana, Chung, 
& Oh, 2015). Agreeableness and emotional stability also negatively related to cyberloafing (Jia 
et al., 2013; K. Kim et al., 2015). Finally, specific traits at other levels of the personality 
taxonomy have been examined, and honesty/integrity and self-control have exhibited negative 
relationships with employee cyberloafing while procrastination positively relates to the construct 
(O’Neill, Hambley, & Bercovich, 2014; Restubog et al., 2011).  
These findings shed light on the potential relationships of personality dimensions with 
cyber-CWB more broadly, and thus inform the present study. Individuals high in 
conscientiousness should engage in fewer cyber-CWB than those low in conscientiousness for 
several reasons. First, conscientiousness reflects achievement, persistence, dependability, 
cautiousness, and orderliness, among many other desirable qualities (Connelly, Davies, Ones, & 
Birkland, 2008; Stanek, 2014). Individuals who possess these tendencies are likely to engage in 
behaviors that contribute to rather than detract from their job performance and professional 
objectives, which would include an avoidance of cyberloafing, for example. Second, 
conscientiousness involves a tendency to comply with organizational rules and follow directions 
and routines. Therefore, conscientious individuals are less likely to harm the organization or 
disobey company guidelines, resulting in an avoidance of policy violating and directly illegal 
behaviors such as hacking and cybercrime. Third, because highly conscientious individuals are 
organized, planful, and possess self-control (Roberts, Chernyshenko, Stark, & Goldberg, 2005), 
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they are more likely to engage in successful coping strategies, rather than ineffective reactive 
coping, including deviant behaviors (Connor-Smith & Flachsbart, 2007), and less likely to 
engage in cyber-CWB that are related to negligence. Finally, in addition to its effect through 
coping strategies, conscientiousness might relate to cyber-CWB simply by insulating employees 
from many stressors of the work environment. Employees high on conscientiousness are more 
likely to possess and exercise good time management skills, which buffer the strain of work 
stressors in the first place (Bowling & Eschleman, 2010). Because highly conscientious 
individuals display responsibility, dutifulness, and dependability, and their behavioral patterns 
also mitigate the effects of stress and other work challenges, individuals high in 
conscientiousness are less likely to engage in counterproductivity, including the many types of 
cyber-CWB.  
H1: Conscientiousness will negatively relate to cyber counterproductive work behaviors. 
Scholars have also empirically demonstrated that conscientiousness demonstrates more 
pronounced relationships with counterproductive behaviors that are organizationally targeted 
than those that are interpersonally targeted (Berry et al., 2007; Greenidge, 2013). Individuals 
who are responsible and dependable might also be less likely to harm their coworkers or 
customers, perhaps because they encounter fewer strains and are therefore less inclined to engage 
in harmful coping behaviors. However, interpersonal behaviors are less fundamentally tied to 
core components of conscientiousness. Although conscientiousness should relate notably to all 
forms of cyber-CWB, it should demonstrate a small effect with cyber-harassment and a moderate 
effect with other (organizationally targeted) forms of cyber-CWB, due to its foundation of 
dutifulness and dependability.  
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H2a: Conscientiousness will demonstrate a small negative relationship with cyber-
harassment. 
H2b: Conscientiousness will demonstrate a moderate negative relationship with adult 
Internet use, cybercrime, cybergriping, cyberloafing, cybersabotage, cybersullying, 
cybertheft, deception and data falsification, hacking, IP violations, and negligent IT 
practices. 
The Big Five factors of personality each compromise many narrower facets and traits that 
together form a consistent dimension. Although the parsimony of the Big Five enhances its 
usefulness in many respects, personality assessment at such a broad bandwidth overlooks several 
important intricacies of the personality taxonomy. However, assessing personality at the 
narrower trait- or even facet-level requires lengthy inventories, often compromising the quality 
or effectiveness of research. A recently discovered area of personality research addresses this 
dilemma. Personality “aspects” are an intermediary level more specific than the Big Five and yet 
broader than facets. De Young and colleagues’ (2007) model and accompanying measure allow 
for investigation into the effects of lower-order personality traits while also allowing for efficient 
measurement. Two aspects compose each of the Big Five. For example, the two aspects of 
conscientiousness are industriousness and orderliness.  
Several large-scale analytic findings have reported that constructs similar to 
industriousness, rather than orderliness, best relate to avoidance of CWB and other irresponsible 
behaviors (e.g., dependability; Dudley et al., 2006; Hough, 1992). Therefore, I posit that 
industriousness will negatively relate to cyber-CWB. No specific relationships are expected for 
orderliness beyond those exhibited by the conscientiousness factor. 
H3: Industriousness will negatively relate to cyber counterproductive work behaviors. 
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Finally, the conscientiousness aspect of industriousness reflects the tendency to focus and 
avoid distractions in addition to dependability and other desirable characteristics. Therefore, I 
anticipate that industriousness will exhibit a pronounced effect on cyberloafing, because 
cyberloafing often occurs when individuals are distracted from or are avoiding their work tasks. 
H4: Industriousness will exhibit a moderate negative relationship with cyberloafing. 
Individuals high in agreeableness report experiencing less conflict, both interpersonal and 
task-based. They strive to maintain amicable relations and are therefore less likely to engage in 
upsetting and harmful behaviors, leading them to avoid counterproductive behaviors broadly. In 
addition, their willingness to cooperate and demonstrate flexibility may insulate them from the 
adverse experiences of some work stressors. As a result, I anticipate that individuals higher in 
agreeableness will engage in fewer cyber-CWB. 
H5: Agreeableness will negatively relate to cyber counterproductive work behaviors.  
Whereas conscientiousness displays greater influence on organizationally directed 
behaviors, meta-analytic results have uncovered agreeableness as the driving personality factor 
behind interpersonally-targeted CWB. In addition to Berry and colleagues’ (2007) substantial 
empirical support for this claim, there is also compelling evidence that this pattern of effects 
occurs for broad life deviance. Meta-analytic results indicate that agreeableness is the best 
predictor of both adult antisocial and aggressive behaviors (rs = -.31 and ‑.33, respectively; 
Jones, Miller, & Lynam, 2011). Because the characteristics of individuals high on agreeableness 
are proximally related to their interactions with and treatment of other people, I anticipate that 
agreeableness will demonstrate a moderate effect on cyber-harassment, the single cyber-CWB 
HIC that consists primarily of interpersonally targeted behaviors (see above).  
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H6: Agreeableness will demonstrate a moderate negative relationship with cyber-
harassment. 
Emotional stability influences how individuals experience the world such that individuals 
low on emotional stability experience greater distress and react more dramatically to stressors 
than their more emotionally stable counterparts (Gunthert, Cohen, & Armeli, 1999). Due to the 
enhanced intensity of their negative experiences, employees lacking in emotional stability will 
find their work stressors more frustrating and react more severely to those conditions. For this 
reason, they are more likely to engage in cyber-CWB. Therefore, I posit that emotional stability 
will negatively relate to cyber-CWB. 
H7: Emotional stability will negatively relate to cyber counterproductive work behaviors. 
Integrity. Among predictors of counterproductivity, integrity tests have historically 
demonstrated the highest operational validity, making them an important antecedent of interest.  
In a meta-analysis of 443 primary studies with a total of over 500,000 respondents, Ones and 
colleagues (1993) demonstrated high operational validity for integrity tests and CWB (ρ = .47 
overall, .56 for concurrent and .36 for truly predictive designs). This is unsurprising, given the 
nature and origin of integrity tests, which have traditionally been created to aid in the selection 
and identification of employees who display honesty and trustworthiness, among other admirable 
qualities. Integrity tests can be categorized into two primary forms, personality-based or overt 
inventories. Personality-based assessments seek to reflect an individual’s predisposition to 
engage in objectionable behaviors by measuring relevant enduring traits. Items on these tests 
often do not reflect CWB-related content, but rather reflect compound trait variance of 
conscientiousness, agreeableness, and emotional stability (Ones & Viswesvaran, 2001). In 
contrast, overt tests explicitly ask respondents about their attitudes toward or admissions of own 
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engagement in dishonest, deviant, and harmful behaviors (e.g., theft). Because overt measures 
appear different from traditional personality tests, are frequently used in applied settings, and are 
stronger predictors of CWB in general than personality-based tests (Ones et al., 1993), I focus 
this investigation on the utility of overt integrity assessment in the prediction of cyber-CWB. 
Despite the construct’s importance to CWB in general, to date no investigations into technology 
misuse or use at work have investigated integrity. However, due to the previously established 
convergence between CWB and cyber-CWB and the conceptual linkages between behaviors 
assessed by overt integrity tests (e.g., theft, dishonesty) and many cyber-CWB, I anticipate 
integrity will demonstrate a strong negative effect on cyber-CWB. 
H8: Integrity will demonstrate a strong negative effect on cyber counterproductive work 
behaviors. 
Although one might assume that an overt and admissions-focused integrity test might 
relate particularly well to cyber-CWB HICs such as cybertheft, theft in general has shown to be a 
notoriously difficult to predict CWB facet. No further HIC-level hypotheses seem warranted 
given the present research design.  
Cognitive ability. The field of criminology provided many of the first explorations into a 
potential link between undesirable behaviors and cognitive ability. Organizational scholars have 
built on this foundation to examine the relationship between cognitive ability and CWB. 
Dilchert, Ones, Davis, and Rostow (2007) proposed several mechanisms through which ability 
might be linked to avoidance of CWB in general. One mechanism posits that individuals with 
lower cognitive ability might fail to achieve the rewards or compensation they desire from their 
jobs and consequently engage in CWB to acquire resources that are otherwise unavailable to 
them. Another potential linkage between cognitive ability and CWB is a lack of long-term 
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thinking and foresight among low ability employees. Dilchert et al. empirically demonstrated a 
negative relationship between cognitive ability and objectively measured CWB. Results from the 
Army’s Project A showed a weaker but still notable relationship between cognitive ability and 
avoiding counterproductivity as rated by supervisors (Mchenry, Hough, Toquam, Hanson, & 
Ashworth, 1990). Results of a recent meta-analysis assessing the relationship between general 
mental ability and various components of work performance, including CWB, reinforced the 
negative cognitive ability-CWB relationship when CWB was not self-reported (i.e., objective 
measures or supervisor ratings) (Gonzalez-Mulé, Mount, & Oh, 2014). The existing conceptual 
framework suggesting why employees of low ability might engage in traditional CWB also lends 
support for a relationship between cognitive ability and cyber-CWB. I posit that cognitive ability 
will negatively relate to cyber-CWB; those individuals with lower cognitive ability will be less 
likely to consider long-term consequences and will attempt to acquire desired, yet unearned 
resources by engaging in cyber-CWB.  
H9: Cognitive ability will negatively relate to cyber counterproductive work behaviors. 
Based on the rationale that individuals of lower ability will engage in cyber-CWB to 
acquire unearned resources without fully considering the consequences, one might assume that 
this relationship will be pronounced for the forms of cyber-CWB that offer clear shortcuts to 
acquire unearned resources, such as cybertheft. However, as previously discussed, theft has 
traditionally proven difficult to predict. Therefore, no pronounced HIC-level effects are 
hypothesized.   
Contextual Influences 
Individual differences predictors serve as a natural starting place for the investigation into 
predictors of cyber-CWB because of the immense practical applications for personnel selection 
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that could decrease the level of cyber-CWB among employees when measures of such predictors 
are properly deployed. However, individual predictors with even very high criterion-related 
validity (i.e., operational validities in the .40s to .50s range) can only reduce and never entirely 
eliminate a phenomenon. Therefore, additional human resource management interventions 
should be assessed and consequently implemented to improve performance—and decrease 
cyber-CWB—among employees. Key to designing such interventions is an empirically-based 
understanding of contextual influences on employees’ engagement in cyber-CWB. 
Organizational justice. Organizational justice refers to employees’ perceptions of the 
fairness of their organizations. Colquitt (2001) demonstrated the appropriateness of a four-
dimension model of justice, which consists of distributive, procedural, interpersonal, and 
informational justice. Distributive justice refers to the perceived fairness of outcomes distributed 
by an organization or its representatives. Procedural justice refers to the perceived fairness 
inherent in the process that was utilized to arrive at such distributions. Interpersonal justice refers 
to how polite and respectful an employee perceived the way they have been treated by the 
organization’s agents. Finally, informational justice refers to the extent to which an employee 
perceives that they have received sufficient and reasonable explanations regarding work 
procedures. As demonstrated by numerous meta-analytic investigations into the relationship 
between employee perceptions of various forms of (in)justice and CWB (e.g., Chang, 2015; 
Cochran, 2014; Cohen-Charash & Spector, 2001; Colquitt et al., 2013; Colquitt, Conlon, 
Wesson, H, & Yee, 2001), CWB relates moderately negatively to distributive, informational, 
interpersonal, and procedural justice (ρs = -.17, -.25, -.30, and -.23, respectively; Cochran, 2014). 
With the relationship between justice and counterproductivity well established, scholars have 
begun investigating its underlying mechanisms. Thus far, affect has been empirically 
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demonstrated as a meaningful mediator of this relationship (Colquitt et al., 2013). Perceptions of 
justice influence employees’ state affect, which in turn influences their eventual engagement in 
various forms of counterproductivity. The mediating role of affect powerfully demonstrates that 
employees’ reactive counterproductivity need not be rational or instrumental; rather, these 
behaviors are also driven by volatile emotional states.  
Although justice has not prominently featured in examinations of employee technology 
use, some scholars have considered its role as a predictor of cyberloafing (e.g., Betts, 
Setterstrom, Pearson, & Totty, 2014; Blau, Yang, & Ward-Cook, 2006; Lim, 2002). Lim found 
that perceptions of injustice were related to employees’ rationalizations of their cyberloafing 
behaviors. Whether employees engage in CWB as a result of rational reflection or affective 
reaction, as demonstrated by Colquitt and colleagues, these schools of thought converge to 
suggest that employees who perceive unfairness are more likely to engage in counterproductive 
behaviors. Because cyber-CWB offers potential avenues to rationally restore inequity as well as 
engage in emotion-focused coping, I anticipate that organizational justice will negatively relate 
to cyber-CWB.    
H10: Distributive, informational, interpersonal, and procedural justice will negatively 
relate to cyber counterproductive work behaviors. 
Stressors. Prominent among the many explanations for how and why employees engage 
in CWB is the stressor-emotion model of counterproductive work behaviors (Spector & Fox, 
2005). According to this theoretical model, employees perceive stressors from their environment, 
and these stressors elicit negative emotions and result in CWB as a behavioral strain response. 
Substantial evidence lends support to this model. Perhaps most relevant to the present study, Fox 
and colleagues (2001) empirically demonstrated the mediating role of negative emotions in the 
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relationship between job stressors and CWB. Spector’s conceptualizations of stressors include a 
wide variety of influences, including interpersonal conflict at work, workload, and even 
perceptions of injustice. Here I refer to other stressors separately from injustice, because the 
substantial body of scholarly work addressing justice documents the potential for a variety of 
causal mechanisms underlying the justice-CWB relationship. Instead, I focus on other types of 
job stressors that might not have such clear foundations of inequity, such as experienced conflict 
and the stressor of intense workload. These two specific forms of job stressors epitomize 
Spector’s original conceptualization of stressors, as stimuli that compromise employees’ well-
being and pose occupational health concerns. As such, they represent work experiences that 
might adversely impact employees as well as directly reduce organizational productivity. Based 
on the stressor-emotion model, I anticipate that interpersonal conflict at work and workload will 
positively relate to cyber-CWB. 
H11: Interpersonal conflict at work will positively relate to cyber counterproductive 
work behaviors. 
H12: Workload will positively relate to cyber counterproductive work behaviors. 
 Subjective norms. The influence of the social work context on any form of employee 
behavior cannot be overlooked. Norms influence employees’ perceptions of acceptable behavior. 
In an exploration of absenteeism (a type of CWB), Russo, Miraglia, Borgogni, and Johns (2013) 
empirically demonstrated that employees altered their behaviors in light of the norms they 
perceive in their workplace. Specifically, short-tenured employees increased their absenteeism 
until they reached the organizational norm, but employees with greater tenure did not notably 
change their patterns. This is just one example of how norms can influence counterproductive 
behaviors. It is often assumed that workplace norms will lead to more desirable employee 
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behavior, but it has also been shown that such influence is not restricted to only productive 
behaviors.  
Past studies have demonstrated that perceptions of behavioral norms influence employee 
technology use and misuse. For example, Liberman, Seidman, McKenna, and Buffardi (2011) 
found a positive relationship between employee cyberloafing and perceptions of the extent to 
which their coworkers cyberloafed. Additional recent studies have further supported the 
relationship between norms and intentions to engage in non-work related computing or Internet 
misuse (Y. Lee, Lee, & Kim, 2007; Liao, Luo, Gurung, & Li, 2009; Pee et al., 2008). Therefore, 
I hypothesize that employees’ perceptions of their organizations’ norms of cyber-CWB will 
influence their engagement in cyber-CWB, such that employees who perceive higher levels of 
cyber-CWB to be normal will exhibit higher levels of cyber-CWB. 
H13: The extent to which employees perceive norms of cyber counterproductive work 
behavior among their coworkers will positively relate to their engagement in cyber 
counterproductive work behaviors. 
Organizational policies and enforcement. Managers often employ organizational 
policies as one of the first lines of defense against undesirable employee conduct. Policies are 
intended to provide a strong statement of an organization’s position on various behaviors and to 
clarify the responsibilities of employees in various situations. The effectiveness of such policies 
or codes of conduct is conceptually based on the moral development of employees, suggesting 
that employees who look to others for approval and consent will be highly influenced by external 
disapproval. However, the efficacy of policies has been highly disputed in management science. 
In a meta-analysis exploring various antecedents of unethical behavior, Kish-Gephart, Harrison, 
and Treviño (2010) found that organizational policies had negligible effects on unethical 
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behavior, unless the policies were accompanied by enforcement. They posited that codes of 
conduct have become ubiquitous among organizations, and therefore, a code is no longer a 
notable expression of an organization’s values or priorities. They suggested that when policies 
are enforced, these policies become more salient to employees and are interpreted as more 
important to an organization’s culture.  
Acceptable Internet use policies may not yet be taken for granted; technology-related 
policies may influence employees more highly than general codes of conduct. Several primary 
studies have indicated a negative relationship between organizational policies and technology 
misuse (S. M. Campbell, 2011; Jia et al., 2013; Pee et al., 2008; Peterson, 2002; Strader, 
Fichtner, Clayton, & Simpson, 2011) . But even in the case of technology, enforcement and 
detection mechanisms have demonstrated the most influence on employee behaviors (Pee et al., 
2008; Strader et al., 2011; Ugrin & Pearson, 2008). In light of extensive empirical evidence on 
the efficacy of organizational policies, I hypothesize that organizational policies relating to 
appropriate or permitted technology use will have only small effects on employees’ cyber 
counterproductive work behaviors, unless properly enforced. Among those employees who are 
governed by a technology use policy, I expect employees who perceive higher levels of policy 
enforcement to engage in lower levels of cyber-CWB. 
H14a: Organizational technology use policies will demonstrate a small negative effect on 
cyber counterproductive work behaviors.  
H14b: Among employees governed by organizational technology use policies, employees 
who perceive strict policy enforcement will engage in fewer cyber counterproductive 
work behaviors than employees who perceive lenient policy enforcement.  
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As previously mentioned, policies are traditionally assumed to influence employee 
behaviors by clarifying the employer’s position on a given behavior. Therefore, I anticipate that 
policy will exhibit pronounced effects on forms of cyber-CWB that are not otherwise governed 
by laws or other company policies. For example, adult Internet use, cybergriping, cyberloafing, 
and negligent IT practices all include behaviors that may not be considered unacceptable or 
inappropriate behaviors to employees without relevant organizational policies. Some employees 
might feel that because some of these behaviors are legal and not specifically mentioned in job 
descriptions or other organizational communication, they are neutral. Therefore, because 
technology use policies clearly communicate expectations for employees’ use of technology, 
such policies should influence how employees view these otherwise questionable or even 
acceptable behaviors and demonstrate moderate negative influences on those cyber-CWB 
clusters.  
H15: Organizational technology use policies will moderately negatively influence adult 
Internet use, cybergriping, cyberloafing, and negligent IT practices. 
Knowledge of electronic performance monitoring. Many organizations today utilize 
some form of electronic performance monitoring to supervise their employees’ activities. 
Electronic performance monitoring (EPM; also termed electronic surveillance, or monitoring) 
has been defined as “a system whereby all procedures performed through an electronic medium 
may be stored and analyzed by an individual detached from the location of primary occurrence” 
(Davidson & Henderson, 2000, p. 906). This umbrella term has been used to describe a variety of 
mechanisms to monitor employees, including call monitoring and synchronous supervision by a 
manager. Henceforth, I will refer to one specific type of EPM, computerized performance 
monitoring, which is conducted automatically by a software that tracks employees’ use of work 
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computers or devices. According to a study conducted by the American Management 
Association and The ePolicy Institute in the year 2007, two thirds of employers monitored 
Internet connections, forty-three percent monitored email (only 71% of whom inform 
employees), and forty-five percent tracked content, keystrokes, and time spent at the keyboard 
(83% of whom inform employees). While more recent, reliable data are hard to come by, 
prevalence of these practices has likely only increased in recent years. 
Various scholars have questioned the ethicality of invading employees’ privacy in order 
to monitor their performance. Persson and Hansson (2003) reviewed these concerns and 
suggested that monitoring is only justified if it is stimulated by the need to ensure that employees 
fulfill their end of employment contracts; if it is the most efficient and least invasive means of 
acquiring necessary information; and if the intrusion does not outweigh the employees’ personal 
interests. On the contrary, Halpern, Reville, and Greenwald (2008) argued that it is the ethical 
duty of management to ensure that the workforce is doing their jobs. They posit, “any 
management that fails to oversee its workforce to ensure that employees are not expending 
valuable company time, for which they are being compensated, on personal business, including 
unauthorized communications, is remiss in its responsibilities to its shareholders” (p. 175). It 
should be noted that outside the North American employment context, EPM measures are often 
restricted by more restrictive data protection and privacy laws, and even if they are legal are 
often subject to union agreement as a matter of co-determination. Whichever stance 
organizations and managers choose to affirm, they need evidence of the extent to which EPM is 
related to performance to determine whether the invasion of privacy and the financial costs 
associated with monitoring are justified. 
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Monitoring can be seen as a type of formal sanction, contributing to the “perceived 
chances of getting caught and punished/reprimanded by the organization for illicit workplace 
behavior” (D’Arcy & Devaraj, 2012, p. 1097). Just as deterrence theory suggests that society 
controls its members by threatening punishment, organizations attempt to control their 
employees by threatening consequences for violation of company policy or breach of 
employment contracts. Meta-analytic results suggest that EPM is positively related to work 
performance (Carroll, 2008); however, these results do not specifically address the utility of 
computerized performance monitoring as many different types of EPM were aggregated. Recent 
studies examining non-work related computing and cyberloafing in both lab and field studies 
have found a negative relationship with monitoring (Henle, Kohut, & Booth, 2009; Pee et al., 
2008). Based on the established relationships between monitoring and other types of job 
performance as well as the organizational priorities communicated by implementing monitoring, 
I hypothesize that employees who are aware they are being monitored will engage in less cyber-
CWB. 
H16: Employees who know their behaviors are electronically monitored will engage in 
fewer cyber counterproductive work behaviors than those who know that their behaviors 
are not monitored. 
Location. With the recent increase in non-traditional work arrangements (i.e., 
telecommuting, remote work, distributed work arrangements), the direct supervision of 
employees may become more difficult. Additionally, without the physical presence of coworkers 
and supervisors, some organizational cues may lose their influence over employee behaviors. 
Cyberloafing among employees working away from the office has been explored directly 
(O’Neill, Hambley, & Bercovich, 2014; O’Neill, Hambley, & Chatellier, 2014); however, little 
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attention has been paid to the potential differences in other aspects of cyber-counterproductivity 
based on the location where employees conduct their work. In the only study on this matter, 
D’Arcy and Devaraj (2012) found that employees who worked remotely exhibited higher 
intentions to commit technology misuse. Because employees who work away from the company 
location experience less direct supervision and communication from their organizations, I expect 
them to exhibit higher levels of cyber-CWB. Employee behaviors are less restricted by concerns 
regarding coworker or supervisor judgments when they work off-site, and employees are likely 
less worried about being detected.  
H17: Employees who work away from the company location will engage in higher levels 
of cyber counterproductive work behaviors than those who work at the company location.  
Affective Predictors 
Boredom. Affective states have long been known to influence employee 
counterproductivity (e.g., Fox & Spector, 1999). Although boredom has been largely overlooked 
in the domain of counterproductivity, the relationship between work-related boredom and 
traditional CWB was recently examined (van Hooff & van Hooft, 2014). The study defined 
work-related boredom as a “negative (i.e., unpleasant, dissatisfying) and often deactivating (i.e., 
low arousal) activity-related emotion, implying that the activity (e.g., the work task) acquires 
negative intrinsic value” (p. 349). Work-related boredom is a state associated with the activity or 
stimuli a person experiences, in contrast to boredom proneness, which reflects a person’s 
predisposition to experience boredom across contexts (Farmer & Sundberg, 1986). Van Hooff 
and van Hooft demonstrated that bored employees engage in relatively minor bored behaviors 
(e.g., working slowly or conducting personal business at work) as an attempt to cope with their 
boredom. However, because such behaviors do not improve their work conditions and are 
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ultimately insufficient coping mechanisms, the employees experience negative emotions. Then, 
in order to lower their negative emotions either via coping or retaliation, employees engage in 
more severe CWB. Based on prior evidence of employees’ engagement in CWB as an emotion-
focused coping mechanism to manage boredom, I posit that boredom will lead employees to 
engage in greater levels of cyber-CWB.  
H18: Boredom will positively relate to cyber counterproductive work behaviors. 
 Deeper investigation into the state of boredom elucidates that boredom is not merely an 
aversive state. It also corresponds with the unfulfilled desire to change to a more satisfying state 
(Eastwood, Frischen, Fenske, & Smilek, 2012). Bored individuals lower their attention from the 
objective at hand to pursue an alternative, more satisfying objective (Bench & Lench, 2013). 
Therefore, I anticipate that boredom will exhibit more pronounced effects on the cyber-CWB 
clusters that represent readily accessible opportunities to immediately disengage from the 
dissatisfying work state and pursue an alternate course of action. Adult Internet use, 
cybergriping, and cyberloafing each consist of behaviors that allow employees to alter their 
affective states by lowering their attention from work tasks and pursuing alternative, more 
satisfying behaviors. These cyber-CWB do not require extensive planning or strategy and 
provide quick, available alternatives to work. Therefore, I posit that boredom will moderately 
relate to adult Internet use, cybergriping, and cyberloafing. 
H19: Boredom will demonstrate moderate positive relationships with adult Internet use, 
cybergriping, and cyberloafing. 
Job satisfaction. Job satisfaction has received the most intense scholarly attention among 
affective predictors of job performance and undesirable work behaviors, including CWB. Meta-
analytic results demonstrate job satisfaction is moderately negatively correlated (ρ = -.28) with 
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unethical behavior (Kish-Gephart et al., 2010). Based on equity theory, those authors suggested 
that employees who are dissatisfied with their jobs attempt to restore the balance by engaging in 
retaliatory behaviors. Others have explored the relationship between job satisfaction and CWB. 
Judge, Scott, and Ilies (2006) explored this relationship using a within-individual experience 
sampling methodology based on affective events theory and demonstrated a negative 
satisfaction-CWB relationship. Meta-analytic findings further support these results (Dalal, 2005). 
 Scholars have begun to examine job satisfaction as a predictor of online work behaviors. 
Two recent studies found insignificant relationships between job satisfaction and personal use of 
work computers or the Internet (Everton et al., 2005; Garrett & Danziger, 2008). Although these 
results contradict well-established relationships in the domain of CWB, they are not surprising. 
Both studies relied on operationalizations of personal technology use that included many 
behaviors that are not counterproductive in nature. Many of these behaviors resulted in no cost to 
the organization. Including behaviors that are not harmful to the organization in a mechanism 
based on retaliation is likely to muddle the relationship. Because the present study assesses 
cyber-CWB, and in doing so only includes behaviors that are indeed costly to organizations, I 
hypothesize a negative relationship between job satisfaction and cyber-CWB. 
H20: Job satisfaction will negatively relate to cyber counterproductive work behaviors.  
One form of cyber-CWB presents an especially convenient way for employees to voice 
dissatisfaction with the organization. Cybergriping involves employees’ use of the Internet 
and/or social media to complain about their employers, coworkers, customers, and work 
experiences. Therefore, employees who are dissatisfied with their jobs are likely to engage in 
cybergriping. Thus, I anticipate a pronounced effect between job satisfaction and cybergriping. 
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H21: Job satisfaction will demonstrate a moderate negative relationship with 
cybergriping. 
Perceptions of pay equity. In her exploration of cyberloafing, Lim (2002) posited that 
individuals rationalize their deviant behaviors by considering past good behaviors, a technique 
called neutralization through the metaphor of the ledger. She found that perceptions of injustice 
were related to this rationalization and consequent cyberloafing. Equity theory also supports that 
employees who experience inequity will attempt to restore equity (Adams, 1963). Accordingly, I 
propose that individuals who see themselves as underpaid will be more likely to engage in cyber-
CWB as an attempt to restore equity or “balance the ledger.” These cyber-CWB may allow 
individuals to directly address their perceived inequity; for example, employees who perceive 
themselves to be underpaid based on their many hours of unpaid overtime may directly address 
this concern by misusing technology to waste work time. However, employees may also engage 
in cyber-CWB as a retaliatory reaction to their inequity, such as by sabotaging company devices 
or data. In sum, I hypothesize that employees who believe they are underpaid will be more likely 
to engage in cyber-CWB.  
H22: Employees who perceive themselves as underpaid will exhibit higher mean levels of 
cyber counterproductive work behaviors than employees who do not perceive themselves 
as underpaid. 
Other Work Behaviors 
Organizational citizenship behaviors. Organizational citizenship behaviors (OCB) refer 
to “individual behavior that is discretionary, not directly or explicitly recognized by the formal 
reward system and that in aggregate promotes the effective functioning of the organization” 
(Organ, 1988, p. 4). Facets of OCB include altruism, conscientiousness, sportsmanship, courtesy, 
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and civic virtue (Organ, 1997), but the construct is now typically viewed as having a two-
dimensional structure of interpersonal and organizational OCB (see Hoffman & Dilchert, 2012). 
OCB have been intensely investigated as a correlate of CWB. There are many potential 
mechanisms by which OCB and CWB might influence each other (Dalal, 2005); however, the 
underlying nature of their relationship has yet to be empirically established. The relationship 
between CWB and OCB has likely garnered such interest from researchers because 1) they 
represent two extra-role components of job performance and 2) both components of work 
performance can be assessed well using self-reports (Berry, Carpenter, & Barratt, 2012; 
Carpenter, Berry, & Houston, 2014). Because the relationship between counterproductive 
behaviors and organizational citizenship is well established, investigating the relationship 
between cyber-CWB and OCB further situates the new construct within the context of CWB. 
Traditionally, individuals who engage in OCB exhibit lower levels of CWB; meta-analytic 
results demonstrate a moderate negative relationship between these two components of job 
performance (Dalal, 2005). Therefore, I expect OCB to negatively relate to cyber-CWB. 
H23: Organizational citizenship behaviors will negatively relate to cyber 
counterproductive work behaviors. 
Demographic Variables 
 To deeply understand employee behaviors and develop interventions to manage them, 
knowledge of their relationships with key demographic variables is critical. Although these 
variables may not be as strongly theoretically linked to the behavioral domain of 
counterproductivity as individual differences or contextual influences, past empirical evidence 
demonstrates that age and gender demonstrate consistent patterns of relationships with work 
counterproductivity. Therefore, these variables were included to continue the exploration of 
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patterns of relationships of common correlates with cyber-CWB and CWB. Additionally, due 
diligence requires that any exploration of the nomological network of a new behavioral construct 
include these variables. 
 Age. Extensive research has assessed the influence of age on both general employee 
deviance and behaviors related to employees’ use of technology. In meta-analytic examinations, 
age has demonstrated small to negligible negative correlations with unethical behavior (Kish-
Gephart et al., 2010) and traditional CWB (Berry et al., 2007; Ng & Feldman, 2008), indicating 
that older individuals as a group engage in these behaviors somewhat less frequently. Recent 
examinations of technology misuse in the workplace have suggested that this effect would be 
exacerbated in the presence of novel technology. Several primary studies have found that 
younger employees exhibit greater personal use of work computers (Everton et al., 2005; Jia et 
al., 2013), problematic Internet use (Thatcher, Wretschko, & Fisher, 2008), and technology 
misuse intentions (D’Arcy & Devaraj, 2012) than older workers. In light of evidence that 
younger workers engage in slightly more counterproductivity as well as greater technology 
misuse, I posit that age will demonstrate a small negative relationship with cyber-CWB.  
H24: Age will demonstrate a small negative relationship with cyber counterproductive 
work behaviors. 
Gender. Similar to age, small effects have been meta-analytically estimated for gender’s 
relationship with unethical behavior (Kish-Gephart et al., 2010) and traditional CWB (ρ = .11; 
Ng, Lam, & Feldman, 2016), with males engaging in more unethical behaviors and CWB. (In 
terms of standardized mean differences, these effect sizes equate to about one-fifth of one 
standard deviation unit between men and women.) Recent work on technology misuse has 
reinforced this pattern, demonstrating that males engage in more personal use of work computers 
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than females (Everton et al., 2005). Therefore, I hypothesize that males will exhibit slightly 
higher mean levels of cyber-CWB than females.  
H25: Gender will demonstrate a small relationship with cyber counterproductive work 
behaviors, such that males will exhibit higher mean levels of engagement in cyber-CWB 
than females. 
Interactions 
 Theory and extant conceptual frameworks suggest myriad potential interactions among 
correlates included in this study. Interactions between individual differences and contextual 
influences would likely yield the greatest implications for both practice and theory, as these main 
effects are often explored in isolation without regard for their certain interaction in the 
workplace. Several potentially impactful contextual influences have been examined by scholars 
and garnered interest in organizations. For example, considering the evidence for organizational 
justice perceptions as important predictors of undesirable employee behaviors, organizations are 
now making great strides to manage such perceptions effectively.  
The present study includes a component of employees’ work experience that might not 
yet be as obvious or ubiquitous a concern among organizations: boredom. Not only is boredom 
an underexamined influence in organizational studies, but boredom has previously exhibited 
strong relationships with narrow forms of cyber-CWB (e.g., cyberloafing; Askew, 2013; Polzer-
Debruyne, 2008). Boredom is also likely to be a position-level influence rather than an 
organizational influence, which might mean that it garners less managerial concern than its 
organizational-level counterparts (e.g., justice). Indeed, there are some positions (e.g., those with 
low stimulation and high repetition) that consistently lead to boredom among employees, and 
many of these positions might be challenging or impossible to alter sufficiently to reduce this 
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negative affective state. For example, consider a security guard whose primary task is to monitor 
video footage for an entire shift. Because this monotonous task is key to the position, it is 
unlikely to be dramatically altered by job design interventions. Recognizing that boredom might 
represent a challenging problem to managers, interventions beyond job redesign might be 
important in the reduction of cyber-CWB for bored employees—including appropriate personnel 
selection to proactively shape human capital characteristics of the workforce as a group. 
Therefore, I investigate the potential moderating effect of integrity on the boredom-cyber-CWB 
relationship. Individuals of high integrity can be selected pre-employment, potentially reducing 
the adverse effects of boredom on cyber-CWB. Because individuals of high integrity are less 
likely to engage in counterproductivity across contexts, I explore if integrity moderates the 
relationship between boredom and cyber-CWB, such that the relationship is weaker for 
individuals of higher integrity.  
RQ1: Does integrity moderate the relationship between boredom and cyber-CWB, such 
that the relationship is weaker for individuals of high integrity? 
 Another potential interaction effect of practical importance is that between policy 
enforcement and integrity. As previously discussed, a primary function of policy is to clearly 
communicate an organization’s stance on employee conduct. Therefore, policies may elucidate 
the harmful nature of behaviors to employees who are otherwise unaware that a behavior 
qualifies as misconduct. Although policy enforcement is typically critical for effective policy 
implementation, individuals of high integrity characteristically display honesty and value 
compliance. Therefore, for individuals of high integrity, policy may be sufficient to reduce 
misconduct and policy enforcement may exert a weaker influence on employees’ engagement in 
cyber-CWB. Among individuals who are governed by a technology use policy, I explore if 
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integrity moderates the relationship between level of policy enforcement and cyber-CWB, such 
that the relationship between policy enforcement and cyber-CWB is weaker for those of higher 
integrity.  
RQ2: Does integrity moderate the relationship between policy enforcement and cyber-
CWB, such that the relationship is weaker for individuals of high integrity? 
Methods 
Meta-Analytic Database 
 This study again draws on the meta-analytic database created to explore the 
interrelationships among cyber-CWB criteria in the final stage of Study 1 and utilized to examine 
convergent validity in Study 2. The database consists of responses from three samples, which are 
described in detail in Table 3 and Table 4. Respondents from all three independent samples were 
U.S. employees with access to technology at work. Interaction effects were computed based on 
meta-analytic correlations corrected for attenuation due to measurement error. 
Measures 
Personality. Personality was assessed using the Big Five Aspect Scale, a public domain 
personality measure which was constructed using items from the International Personality Item 
Pool (DeYoung et al., 2007). The measure yields scores for each of the Big Five factors of 
emotional stability, extroversion, openness, agreeableness, and conscientiousness, as well as 
their two respective aspects (measured by 10 items each). Across the samples utilized in these 
analyses, mean internal consistency scores for aspect subscales ranged from .74 - .93. Detailed 
information regarding all reliability estimates for this study are reported in Table 8. 
Integrity. Integrity was assessed using Ryan and Sackett’s (1987) Employee Integrity 
Index, which was rekeyed by the authors in 2004. Both the attitudes and admissions subscales of 
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this overt integrity measure were administered; they contain 52 and 11 items, respectively. 
Across samples, mean internal consistency reliability estimates were .76 and .63 for attitudes and 
admissions, respectively. The lower reliability of the theft admissions subscale aligns with prior 
samples of respondents answering truthfully (Ryan & Sackett, 1987). 
Cognitive ability. The nonsense syllogisms test from the Educational Testing Service 
Research Kit of Factor-Referenced Cognitive Tests (Ekstrom & Harman, 1976) was 
administered to assess logical reasoning. In this test, subjects are presented with nonsensical 
syllogisms that have no reference to existing knowledge. Each statement can be logically 
evaluated as true, false, or undetermined. The test measures an ability historically termed 
“deduction”, which is a fluid cognitive ability—specifically, general sequential reasoning 
(Stanek, 2014). It consists of two separately timed sections; for the online version administered 
in this study, item order was randomized within page. While internal consistency estimates can 
be problematic for speeded tests, randomized item order counteracts these problems to some 
degree. To yield a conservative estimate of reliability, I computed separate Cronbach’s alpha 
estimate for each of the two test parts and used Mosier’s (1943) formula to estimate the 
reliability of the score composite based on the correlations between both sections. The average of 
the resulting composite reliability estimates was .62 across samples.  
Organizational justice. Colquitt’s (2001) four-dimensional measure of organizational 
justice was administered to assess perceptions of organizational justice. This measure consists of 
four subscales assessing distributive, procedural, interpersonal, and informational justice. Each 
subscale ranges from four to seven items. Mean (across sample) internal consistency reliability 
estimates ranged from .93 to .94 across dimensions.  
71
 
Job stressors. Spector and Jex’s (1998) Interpersonal Conflict at Work Scale (ICAWS) 
and Quantitative Workload Inventory (QWI) were administered to assess these two job stressors. 
The ICAWS includes four items, such as “How often do other people yell at you at work?” to 
assess employees’ experiences of interpersonal conflict. The QWI utilizes five items to assess the 
quantity of work that employees are tasked with. Example items from the QWI include “How 
often does your job require you to work very fast?” and “How often do you have to do more 
work than you can do well?” Mean internal consistency reliability estimates across samples were 
.86 for scores on the ICAWS and .84 for scores on the QWI.  
Subjective norms. To assess norms, participants were asked to consider the cyber-CWB 
they self-reported and then answer the following two questions: “How frequently do your 
coworkers engage in these behaviors?” and “To what extent do your coworkers consider these 
behaviors normal?” These items were adapted from extant measures of workplace norms of 
technology use (Blanchard & Henle, 2008; Bock, Park, & Zhang, 2010). Scale options included 
“never,” “rarely,” “sometimes,” and “often” for the first item and “against the norm,” “somewhat 
against the norm,” “somewhat normal,” and “very normal” for the second. 
Organizational policy. Two aspects of the respondents’ organizational policy were 
assessed. Respondents reported whether their company has a policy on appropriate/permitted use 
of technology at work and the extent to which that policy is enforced using two items developed 
based on extant measures (Paolillo & Vitell, 2002; Peterson, 2002; Somers, 2001). Response 
options for the first (existence of policy) include “yes,” “no,” and “unsure.” Response options for 
the extent of enforcement include “strictly,” “loosely,” and “not at all.” 
Knowledge of electronic monitoring. Participants reported whether their company 
monitors their Internet or computer usage. Response options included “yes,” “no,” and “unsure.” 
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Additionally, they reported which, if any, web content is blocked in their workplace. Types of 
web content included: social media, news sites, online shopping outlets, private email providers, 
video streaming sites, adult content, and other filters. Participants were asked to check all options 
that applied, to their knowledge. Based on this response, an index was computed to assess the 
extent to which organizations restrict web content in the workplace. Individuals who reported 
that they were not aware of any content filters or blocked websites scored zero on organizational 
restrictiveness. Restrictiveness scores increased with each type of block or filter employed by an 
organization. 
Location. Participants were asked to report the type of location at which they typically 
conduct their work. Responses included “company location,” “off-site, but not at home,” and 
“home.” Multiple responses were possible.  
Perceptions of pay equity. The following item from Greenberg (1990) was administered 
to assess perceptions of pay equity: “To what extent do you believe your current pay reflects 
your actual contribution to the job?” Response options included “underpaid,” “fairly paid,” and 
“overpaid.” 
Boredom. I developed a three-item measure of work-related boredom based on Lee’s 
(1986) Job Boredom Scale. Participants were asked to indicate their agreement with the 
following statements.” The items were “I often get bored with my work,” “I find my job dull,” “I 
experience long periods of boredom at work”. Response options included, “strongly disagree,” 
“disagree,” “neither disagree nor agree,” “agree,” and “strongly agree.” Lee’s original scale 
provided a foundation for developing this measure, but had to be adapted because it also 
reflected additional variables that confound the measurement of state boredom. For example, 
original items such as, “How well do you like the work you do?” and “Is your work pretty much 
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the same day after day?” assess employee satisfaction and job characteristics, respectively, in 
addition to boredom. 
Job satisfaction. Empirical evidence provides support for the validity and utility of 
single-item measures of job satisfaction (Dolbier, Webster, McCalister, Mallon, & Steinhardt, 
2005; Scarpello & Campbell, 1983; Wanous, Reichers, & Hudy, 1997). The following single 
item from Scarpello and Campbell (1983) was administered: “How satisfied are you with your 
job in general?” In alignment with the development and validation of this measure, a five-point 
Likert scale ranging from “very dissatisfied” to “very satisfied” was used to capture responses.  
Demographic variables. Gender, age, ethnicity, educational attainment, and family 
characteristics were self-reported by participants using a demographic information form. 
Employment information. Participants also provided their work experience, job tenure, 
and position characteristics, including the hierarchical level they occupy within the organization 
and additional details regarding their access to technology (e.g., hours worked at a computer, 
devices accessed) and their physical workspace (e.g., if they work in a cubicle, shared office, 
private office, etc.).  
Cyber counterproductive work behaviors. The scale developed in Study 1 was 
administered to assess cyber-CWB. Table 6 reports internal consistency reliability estimates for 
scores of cyber-CWB in each sample. 
Counterproductive work behaviors. As in Study 2, CWB was assessed using Bennett 
and Robinson’s (2000) scale of employee deviance. Details regarding the scale’s validity are 
discussed in the previous chapter. The seven-point Likert-type frequency scale used in the cyber-
CWB scale was used to maintain consistency across performance criteria. 
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Organizational citizenship behaviors. I administered Podsakoff, MacKenzie, 
Moorman, and Fetter’s (1990) measure of organizational citizenship. Following recent 
conceptualizations of the domain of OCB (cf. Hoffman & Dilchert, 2012), I classified the items 
into whether they assess interpersonally or organizationally targeted OCB similar to the divisions 
of CWB-I and CWB-O, instead of using the original, five-facet structure. The Podsakoff et al. 
scale contains reverse-scored items that scholars have persuasively argued do not best reflect the 
content domain and lead to inflated negative relationships with CWB (Dalal, 2005); therefore, I 
excluded the five antithetical items and only utilized the 19 positively phrased items. Across 
samples, mean internal consistency estimates were .89, .81, and .92 for interpersonal, 
organizational, and overall OCB, respectively. Scale anchors for this measure were consistent 
with those administered for cyber-CWB and CWB to maintain format consistency across 
performance criteria. 
Analyses 
 Within each sample, relationships between variables of interest were analyzed using zero-
order correlations (for continuous variables) and standardized mean differences (Cohen’s d, for 
relationships where one of the variables was dichotomous). Then, psychometric meta-analyses 
(Schmidt & Hunter, 2014) were conducted using Wiernik’s (2017) Open Psychometric Meta-
Analysis software. In cumulating the available effects in individual meta-analyses, the biasing 
influences of sampling error as well as attenuation due to measurement error in the predictor and 
criterion were corrected; artifact distributions constructed from the relevant samples were used 
for the latter. Table 8 presents characteristics of all reliability artifact distributions used in this 
study. Due to the limited number of studies as well as a lack of normative information for these 
new cyber-CWB measures, it was difficult to estimate the effects of range restriction on 
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observed effects. Therefore, no corrections for range restriction were applied, and the resulting 
true score correlations should be considered conservative estimates of construct-level 
relationships. To examine the convergence of cyber-CWB and traditional forms of CWB, the 
relationships of theoretically and conceptually relevant variables with both groups of criteria 
were assessed. To investigate the posited interaction effects, moderated regression analyses were 
conducted.  
Results 
 Findings discussed in this section are summarized with a focus on construct-level (i.e., 
true-score) relationships, and the corresponding results are presented in Tables 9 to 15. Appendix 
D contains more detailed meta-analytic results tables, including observed correlations, 
operational validities (where applicable), true-score correlations, and d values for all effects.  
Recent large-scale investigations of effect sizes within organizational research has 
allowed for empirically-based benchmarks to be used to interpret relationships and the strengths 
of effect sizes. Based on meta-analytic investigations of the distribution of effect sizes in 
organizational research, I describe effect sizes as “small,” “medium,” or “large” in relation to the 
empirical distribution of effect sizes observed in relevant scholarship. The values of .15, .25, and 
.40 correspond to the quartiles of effect sizes within micro-organizational research (once 
corrected for attenuation due to measurement error), and are thus appropriate benchmarks for 
small, medium, and large effects (Paterson, Harms, Steel, & Credé, 2016).  
Table 9 reports construct-level relationships between individual differences variables and 
counterproductivity criteria, including both cyber-CWB and traditional CWB. As hypothesized, 
conscientiousness exhibited moderate negative relationships with overall cyber-CWB (ρ = -.26) 
and small to medium relationships with each narrower cyber-CWB HIC (ρs ranged from -.16 
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to -.26). This supports Hypothesis 1 that individuals who are higher on conscientiousness engage 
in less cyber-CWB. Conscientiousness also exhibited moderately large relationships with 
traditional forms of CWB (ρs = -.35, -.24, and -.39 for CWB, CWB-I, and CWB-O, 
respectively). Contrary to Hypothesis 2a, which posited that conscientiousness would display a 
small relationship with cyber-harassment, the relationship was moderate (ρ = -.25). Hypothesis 
2b, which posited that conscientiousness would display moderate relationships with the 
remaining eleven HICs was partially supported; although conscientiousness meaningfully related 
to all cyber-CWB HICs, it displayed only small relationships with cyberloafing and hacking (ρs 
= -.16 and -.17, respectively). Although no specific hypotheses were posed regarding traditional 
CWB, conscientiousness exhibited the expected pattern of a weaker relationship with 
interpersonally targeted CWB and a stronger relationship with CWB-O.  
I also examined the relationships of cyber-CWB with personality at the aspect level. In 
support of Hypothesis 3, the industriousness aspect of conscientiousness exhibited small to 
medium negative relationships with all forms of cyber-CWB as well. Orderliness, the 
complimentary aspect of conscientiousness, exhibited somewhat weaker relationships with all 
counterproductivity criteria compared to industriousness. Hypothesis 4, which posited that 
industriousness would exhibit a moderate negative relationship with cyberloafing, was supported 
(ρ = -.21) although the effect was not as pronounced as anticipated relative to other HICs.  
In support of Hypotheses 5 and 6, agreeableness related moderately negatively to 
cyber-CWB (ρ = -.27) and cyber-harassment (ρ = -.29), indicating that more agreeable 
individuals engage in less cyber-CWB. Although not specifically addressed by hypotheses, 
agreeableness demonstrated relatively consistent effects across most cyber-CWB HICs; however, 
it only exhibited a small effect with cybergriping (ρ = -.18) and a negligible effect with 
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cyberloafing (ρ = -.08). Aside from those HICs, agreeableness demonstrated relationships of 
similar magnitude with both cyber-CWB and traditional CWB criteria. No personality aspect-
level hypotheses were posited for agreeableness, but those relationships are reported as well. 
Overall, the politeness aspect of agreeableness demonstrated stronger relationships than the 
compassion aspect; this pattern was observed across counterproductivity criteria.  
In support of Hypothesis 7, emotional stability exhibited small negative relationships 
with overall cyber-CWB. However, these relationships varied greatly across HICs; negligible 
relationships occurred with adult Internet use, cybercrime, cybersabotage, cybertheft, deception 
and data falsification, and hacking. Both aspects of emotional stability, lack of volatility and lack 
of withdrawal, exhibited patterns of relationships of similar magnitude and variability with the 
cyber-CWB HICs. As was the case for conscientiousness, emotional stability displayed 
somewhat stronger relationships with traditional forms of CWB (ρs = -.25, -.19, and -.27 for 
CWB, CWB-I, and CWB-O, respectively). 
No hypotheses were posed regarding the extraversion or openness dimensions of the Big 
Five due to previously established patterns of negligible relationships with traditional forms of 
CWB. However, to enhance thoroughness of the exploration of cyber-CWB’s nomological 
network, those relationships are also reported in Table 9. Extraversion exhibited null to small 
effects with cyber-CWB HICs (ρs ranged from -.03 to -.14) and overall cyber-CWB (ρ = -.11). 
Assertiveness and enthusiasm, the two aspects of extraversion, exhibited relationships of 
comparable magnitude. Openness exhibited a small negative relationship with overall cyber-
CWB (ρ = -.14) and more pronounced effects with several cyber-CWB HICs. In fact, its 
relationship with overall cyber-CWB appears to be influenced by a trivial positive relationship 
with cyberloafing (ρ = .07, indicating more open individuals tend to cyberloaf more frequently). 
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Similar relationships were observed for the intellect and openness aspects of this personality 
dimension.  
In support of Hypothesis 8, integrity demonstrated very strong negative relationships with 
cyber-CWB. The relationship between overall cyber-CWB and integrity attitudes (ρ = -.48) was 
only exceeded by the relationship with theft admissions subscale (ρ = -.57; scored such that a 
higher score reflects higher integrity). Cyberloafing displayed a substantially weaker relationship 
with the attitudes subscale (ρ = -.30) compared to other cyber-CWB HICs (ρs ranged from -.37 
to -.45). Both integrity scales also demonstrated very strong correlations with traditional CWB 
measures (ρs ranged from -.62 to -.71).  
Hypothesis 9, which posited that cognitive ability would negatively relate to cyber-CWB 
was not supported. The logical reasoning facet measure of cognitive ability administered in this 
study was unrelated to overall cyber-CWB (ρ = .02) and negligibly related to several HICs; a 
similar pattern was observed for traditional CWB. Notably, unlike the hypothesized negative 
relationship, cyberloafing exhibited a moderately small positive relationship with cognitive 
ability (ρ = .22), indicating that individuals of higher cognitive ability were more likely than 
those of lower ability to engage in cyberloafing. Potential mechanisms underlying these findings 
are discussed below. 
Table 10 reports construct-level relationships of organizational justice and job stressors 
with cyber-CWB and traditional CWB. Hypotheses 10 posited that all four dimensions of 
organizational justice would negatively relate to cyber-CWB. This was only partially supported. 
Procedural and distributive justice exhibited negligible effects with overall cyber-CWB (ρs 
= -.06 for both) as well as nearly all HICs, with the exception of a small relationship between 
distributive justice and cybergriping (ρ = -.12). In contrast, both interpersonal and informational 
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justice demonstrate notable negative relationships with overall cyber-CWB (ρs = -.20 and -.18, 
respectively), indicating that employees who perceive interpersonal or informational injustice are 
more likely to engage in cyber-CWB. These relationships varied greatly across HICs, with the 
weakest relationships occurring for cyberloafing (ρs = -.05 and -.07 for interpersonal and 
informational justice perceptions, respectively) and adult Internet use (ρs = -.13 and -.07, 
respectively). Across dimensions of justice, relationships with traditional CWB were of greater 
magnitude; this was particularly true for procedural and distributive justice, which demonstrated 
meaningful relationships with organizationally targeted CWB (ρs = -.28 and -.20, respectively).  
In support of Hypothesis 11, interpersonal conflict at work positively related to cyber-
CWB. Individuals who were exposed to greater amounts of interpersonal conflict in the 
workplace reported engaging in more cyber-CWB. The construct demonstrated strong positive 
relationships with overall cyber-CWB (ρ = .45) and all HICs (ρs ranged from .37 to 51), with the 
exception of cyberloafing (ρ = .16). Interpersonal conflict also demonstrated very strong positive 
relationships with traditional CWB, even exceeding the magnitude of effects with forms of 
cyber-CWB. Workload, the other job stressor examined, exhibited very different results. 
Quantitative workload exhibited negligible effects with overall cyber-CWB (ρ = -.05) and 
traditional forms of CWB, as well as all cyber-CWB HICs except cybergriping, with which it 
exhibited a small positive relationship (ρ = .15). Therefore, Hypothesis 12 received little support. 
Employees’ perceptions of the organizational norms of engaging in cyber-CWB were 
moderately strongly related to their engagement in cyber-CWB (ρ = .34), supporting Hypothesis 
13. Due to the way that cyber-CWB norms were assessed, this relationship could only be 
investigated at the overall level of cyber-CWB (assessing perceptions of norms in relation to 
every single of the 47 cyber-CWB items would have been too burdensome for participants). 
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Turning to frequently utilized managerial interventions, I examined the effects of 
technology use policy, enforcement, monitoring, and work location, which are reported in Table 
11 and 12. Employees who were governed by a technology use policy engaged in slightly less 
cyber-CWB compared with those who were not governed by such a policy (δ = -.19, equivalent 
to ρ = -.09), lending support for Hypothesis 14a. Individuals who reported not knowing whether 
their organization had a policy were excluded from this analysis. Among employees who 
reported being governed by technology use policies (53.3%), those whose organizations strictly 
enforced the policy (34.2%) were 0.3 standard deviations less likely to engage in cyber-CWB 
than those whose organizations enforced the policy loosely or not at all, supporting Hypothesis 
14b. In contrast to their effects on other cyber-CWB HICs, policy and policy enforcement were 
particularly effective for reducing cyberloafing (δ = -.32 and -.59 for policy existence and 
enforcement, respectively). This partially supports Hypothesis 15, but the hypothesized moderate 
effects were not observed for adult Internet use, cybergriping, and negligent IT practices, which 
were not influenced by policy. Overall, policy—even when enforced—proved largely ineffective 
at deterring cyber-CWB, except in the case of cyberloafing. 
Another frequently deployed strategy for the reduction of counterproductivity is 
monitoring. Contrary to Hypothesis 16, electronic monitoring exhibited a negligible effect on 
overall cyber-CWB (δ = -.07) and all cyber-CWB HICs (δs ranged from -.11 to .04). An 
additional exploratory item was administered asking respondents to report the forms of web 
content blocked in their organizations, if any. From this item, an index of restrictiveness was 
computed. Individuals who reported that they were not aware of any content filters or blocked 
websites scored zero on organizational restrictiveness, and scores increased with each type of 
block or filter employed by an organization (see above). The resulting restrictiveness index 
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demonstrated no relationship with overall cyber-CWB (ρ = .00) or the cyber-CWB HICs (ρs 
ranged from -.09 to .08). As conceptualized, organizations’ Internet restrictiveness does not 
influence cyber-CWB engagement. Future investigations might develop more sophisticated 
scoring mechanisms or operationalizations (e.g., weighting filter types by their restrictiveness), 
and thus this result should be considered preliminary. 
Hypothesis 17 posited that employees who work away from the company location would 
engage in higher levels of cyber-CWB than those working at the company location. Employees 
who worked onsite engaged in nearly the same amount of cyber-CWB overall (δ = .09). A more 
nuanced investigation into the effects of location was not possible, given that 90% of 
respondents across samples worked onsite. Thus, further investigation is necessary to yield 
robust estimates of this effect. To shed additional light on the effects of physical context for 
employees who worked onsite in a company office, I investigated the influence of participants’ 
office setup (e.g., shared office, cubicle, private office, etc.). This single-item measure, based on 
research on architectural privacy (e.g., Duvall-Early & Benedict, 1992), demonstrated negligible 
differences in overall cyber-CWB (ρ = -.05) and the cyber-CWB HICs (ρs ranged from -.10 to 
.04). Together, these findings provide preliminary evidence that location and physical privacy 
are not strong influences on employees’ cyber-CWB. 
Relationships with affective variables are reported in Table 13. In support of Hypothesis 
18, boredom exhibited a notable positive relationship with cyber-CWB (ρ = .20), indicating that 
individuals who experienced boredom at work were more likely to engage in cyber-CWB. 
Hypothesis 19 posited that boredom would moderately positively relate to adult Internet use (ρ = 
.16), cybergriping (ρ = .22), and cyberloafing (ρ = .27). Due to the moderate relationships 
exhibited with cybergriping and cyberloafing and the small relationship with adult Internet use, 
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Hypothesis 19 was partially supported. Bored employees were also more likely to engage in 
traditional forms of CWB, as demonstrated by the moderately strong effect of boredom on CWB 
(ρ = .35) and organizationally targeted CWB (ρ = .42). 
Job satisfaction exhibited a small positive relationship with cyber-CWB (ρ = -.14) and a 
moderate negative relationship with cybergriping (ρ = -.25), thus supporting Hypotheses 20 and 
21. Individuals who were more satisfied with their jobs were less likely to engage in cyber-CWB 
and notably less likely to engage in cybergriping. Job satisfaction displayed varied relationships 
with different HICs, especially cyberloafing, where the association was negligible (ρ = -.05). Job 
satisfaction also demonstrated moderate relationships with traditional CWB (ρ = -.26) as well as 
CWB-O (ρ = -.30). 
Standardized mean differences in counterproductivity criteria based on perceptions of pay 
equity are reported in Table 14. Contrary to Hypothesis 22, no differences in cyber-CWB were 
observed between employees who perceived themselves as underpaid compared to those who 
perceived themselves as fairly or overpaid (δ = .01). A small difference between the groups was 
observed for traditional CWB (δ = .22). 
In support of Hypothesis 23, organizational citizenship behaviors (OCB) demonstrate 
small to medium negative relationships with overall CWB (ρs = -.22, -.20, and -.23 for OCB, 
OCB-I, and OCB-O, respectively; see Table 13). This pattern of relationships aligned with the 
relationships between OCB and traditional CWB, which were slightly larger in magnitude (ρ 
= -.30 for CWB-OCB relationship). The effect of OCB varied greatly across cyber-CWB HICs, 
most notably due to the null relationship between OCB and cyberloafing (-.06). A relatively 
strong relationship was observed between OCB and cybersullying (ρs = -.26, -.28, and -.22 for 
OCB, OCB-I, and OCB-O, respectively). These findings make sense in light of the fact that 
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cybersullying behaviors are directly opposed to behaviors traditionally postulated as constituting 
OCB (e.g., talking positively about the organization to others). Overall, individuals who engage 
in OCB are less likely to engage in cyber-CWB, except for cyberloafing. 
Contrary to Hypothesis 24, age displayed null to negligible relationships with overall 
cyber-CWB (ρ = -.03) as well as all cyber-CWB HICs (ρs ranged from -.09 to .03), indicating 
that age does not influence engagement in cyber-CWB. These relationships are comparable to 
the patterns observed for traditional CWB in this dataset. Post-hoc analyses investigated the 
potential of nonlinear age effects, however those results further demonstrated that cyber-CWB 
did not vary systematically with age. 
In support of Hypothesis 25, small gender differences in cyber-CWB were observed (see 
Table 15). Overall, men engaged in .21 standard deviations more cyber-CWB than women. This 
effect was slightly more pronounced for adult Internet use (δ = 0.32) and negligible for 
cybersabotage (δ = 0.09) and cyberloafing (δ = 0.12). These gender differences were slightly 
larger for traditional CWB, where men engaged in such behaviors more frequently than women 
(δs = 0.31, 0.34 and 0.27 for CWB, CWB-I, and CWB-O, respectively).  
The first research question examined if integrity would moderate the relationship 
between boredom and cyber-CWB, such that the relationship would be weaker for individuals of 
higher integrity. As reported in Table 16, the moderation effect of integrity was meaningful, and 
the relationship was weaker for individuals of higher integrity. Together, integrity and boredom 
explained 22% of the variance in cyber-CWB (Multiple Radj = .47). The addition of the 
interaction term explained an additional 5% of the variance in cyber-CWB (Multiple Radj = .53).  
Similar analyses were conducted to examine a potential interaction between integrity and 
policy enforcement, as discussed in the second research question. Table 17 reports the results of 
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this analysis. In contrast to the interaction between boredom and integrity, the interaction 
between policy enforcement and integrity did not explain substantial additional variance. 
Together, policy enforcement and integrity explained 23% of the variance in cyber-CWB 
(Multiple Radj = .47). However, the interaction term explained negligible additional variance 
(Multiple Radj = .48). As previously mentioned, these regression analyses were conducted on the 
meta-analytic correlations corrected for attenuation. Depending on the perspective taken, one 
might be interested in using uncorrected correlations for this purpose (e.g., when answering the 
question of usefulness of predictor, not construct scores). Additional analyses conducted on the 
combined primary database yielded the same results. 
Discussion 
This study provides an expansive overview of the nomological network of cyber-CWB 
based on multiple diverse samples within the U.S. workforce. The inclusion of a wide variety of 
antecedents allows for various influences to be compared and organizational efforts to be 
prioritized based on the relative impact of interventions. Additionally, the examination of 
patterns of relationships across cyber-CWB HICs and traditional forms of CWB enhances 
understanding of the nature and diversity of these important behaviors while also further 
supporting the present conceptualization of cyber-CWB as manifestations of work 
counterproductivity.  
The present findings suggest interesting directions for future research and practice. 
Across antecedents of interest, several notable trends were observed. First, the pattern of 
relationships between predictors and cyber-CWB largely converged with the relationships 
exhibited with traditional CWB. This convergence further supports the present conceptualization 
of cyber-CWB as instances of work counterproductivity.  
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Second, despite similar patterns with important correlates, these relationships tended to 
differ in magnitude; across predictors, relationships with cyber-CWB criteria were often smaller 
than with traditional forms of CWB. The exact reason for these discrepancies cannot be 
determined in the present study. One potential explanation of these differences in magnitude of 
relationships might be a floor effect caused by either the relative severity of the cyber-CWB 
scale (i.e., leading to lower prevalence among many cyber-CWB HICs compared to the 
traditional CWBs measured in this study). It is also possible that the sampling methods employed 
for the primary data collections in this study created range restriction in cyber-CWB in particular 
(or to a larger degree than in traditional CWB); it may be that samples of participants recruited 
via online panels to participate in online surveys display less variance compared to the broader 
workforce and therefore do not accurately reflect its cyber-CWB engagement. Unfortunately, 
without comparative data representing the broader workforce, only the relatively low incidence 
of cyber-CWB can be established in this study. Future research examining these scales in 
samples that display greater levels of cyber-CWB, and potentially reflect greater variability, will 
further explain these phenomena.  
The third trend that emerged from these results was the uniqueness of cyberloafing 
among cyber-CWB clusters. The first such indication was presented in Study 1, when 
cyberloafing did not load onto the general factor of cyber-CWB, and was further supported when 
cyberloafing exhibited weaker relationships with other HICs and traditional CWB in Study 2. In 
Study 3, cyberloafing continued to demonstrate distinct relationships with the majority of 
correlates examined. As discussed in previous studies, cyberloafing may be distinct from other 
forms of cyber-CWB akin to withdrawal within the broader domain of counterproductivity.  
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Given the nature of the criterion of cyberloafing and the potential for participants in the 
primary data collections to participate in the survey while working (i.e., a proxy for cyberloafing 
admission), one might consider if there are any group differences between those who participated 
in the study at work compared with those who participated while off duty and whether such 
differences might shed further insight into the phenomenon. Based on a subsample of 543 
participants who reported whether they were at work when they participated in the study, 
personality differences across these groups were examined. No noteworthy differences emerged 
between these populations, with the exception of agreeableness. Individuals who participated in 
the study while they were working scored .39 standard deviations lower on agreeableness than 
those who were not at work when they participated. Unfortunately, these results fail to provide 
further insight into why individuals engage in cyberloafing or how these behaviors differ from 
other forms of cyber-CWB. Further investigation into such questions is merited and critically 
important for employers seeking to manage these behaviors.   
In addition to these broader trends, several specific relationships differed from the 
hypothesized effects, suggesting promising directions for future exploration. Surprisingly, 
although conscientiousness typically relates more strongly to organizationally targeted rather 
than interpersonally targeted behaviors, it demonstrated a moderate relationship with cyber-
harassment. This finding further stresses the importance of conscientiousness, because even the 
cyber-CWB HIC that consists purely of interpersonal counterproductivity related meaningfully 
to conscientiousness. At the aspect level, industriousness also demonstrated the substantial 
validity of conscientiousness; industriousness proved the best personality predictor of 
cyberloafing (with the exception of integrity, as discussed below). These findings culminate to 
highlight the critical role of conscientiousness in avoiding and reducing cyber-CWB. 
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Turning to agreeableness, the aspect of politeness demonstrated many outstanding 
relationships with cyber-CWB. Of all Big Five personality variables investigated, politeness 
demonstrated the strongest relationships with every form of cyber-CWB except cyberloafing. 
Future efforts might focus on this narrower predictor and also explore why this aspect so 
powerfully influences the criterion. Substantial scholarship from the discipline of communication 
specifically addresses the role of politeness in computer-mediated communication. Although that 
literature focuses on interpersonally targeted harmful computing (e.g., trolling), organizational 
scholars might glean insights that catalyze understanding of how politeness also impacts 
organizationally targeted cyber-CWB.  
Due to its historically negligible relationships with CWB, no hypotheses were posed for 
the effects of openness on cyber-CWB. However, the personality dimension yielded small yet 
meaningful negative relationships with cyber-CWB, especially cyber-harassment, cybersabotage, 
cybersullying, cybertheft, and deception. This finding is particularly noteworthy, because many 
of these HICs are comprised of behaviors that rely on problem-solving, abstract thinking, and 
data processing. Each of these tendencies characterize individuals higher on the intellect aspect 
of openness, yet intellect also demonstrated these moderate negative effects. Perhaps these 
relationships are due to an underlying mechanism often examined with regard to cognitive 
ability. If individuals choose to engage in counterproductivity as a reaction to work experiences 
that do not meet their expectations (e.g., perceived unfairness, desiring unearned resources), then 
individuals of higher intellect may be better rewarded and valued by their organizations and less 
motivated to engage in these undesirable behaviors. The scope of this study limits these post-hoc 
explanations to speculation, but future research might examine them empirically. 
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Less surprising were the findings surrounding the effects of integrity. Among all 
correlates examined, integrity was the best predictor of cyber-CWB. Although this was 
anticipated due to the rich legacy of integrity predicting other forms of CWB, the substantial 
validities exhibited by integrity are noteworthy, especially considering the weaker relationships 
exhibited by most predictors. Of note, operational validities (i.e., those corrected for attenuation 
due to measurement error in criterion but not predictor scales) for both (overt) integrity test 
subscales were very strong (ρ = -.42 and -.45 for attitudes and admissions, respectively, with 
overall cyber-CWB; detailed results are presented in Appendix D).  A primary takeaway from 
this study should be that integrity is incredibly useful in the prediction of cyber-CWB and should 
be a key consideration in the development of practical solutions to avoid and reduce these costly 
behaviors. In addition, given the dearth of academic interest in the relationships between 
integrity and technology misuse to date, these results suggest promising avenues for future 
research should scholars consider this powerful predictor. 
 In contrast to the hypothesized effects, cognitive ability displayed no relationship with 
most forms of cyber-CWB. These results should be considered very tentative due to the 
operationalization of cognitive ability in this study. The construct was assessed using one narrow 
test that assesses a facet of fluid ability; more comprehensive measurement of cognitive ability, 
including other fluid abilities (e.g., induction) as well as knowledge-based or crystalized abilities, 
seems warranted. Should further investigations confirm a null relationship between cognitive 
ability (comprehensively measured) and cyber-CWB, two potential explanations suggesting 
counterbalancing of the aforementioned historically negative relationship between ability and 
CWB merit attention. First, several forms of cyber-CWB (e.g., hacking, cybersabotage) require 
technical skills, creative thinking, and generally, intelligence. If ability is a requirement to 
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engage in certain cyber-CWB, then a general reluctance of higher ability employees to engage in 
counterproductivity might be nullified by the inability of less intelligent individuals to engage in 
such behaviors. Second, boredom demonstrated notable relationships with cyber-CWB. Because 
boredom occurs when individuals are insufficiently stimulated, individuals of high ability may 
be more likely to become bored and consequently engage in cyber-CWB, thus diminishing the 
relationship between cyber-CWB and cognitive ability. Although investigation into the potential 
mediating effect of boredom was not possible in the present study, the possibility of an 
interaction effect between cognitive ability and boredom on cyberloafing specifically was 
examined post-hoc. Both cognitive ability and boredom demonstrated notable positive 
relationships with cyberloafing. The rationale underlying the examined interaction effect was 
that individuals of higher ability might suffer more intensely from the experience of boredom 
and therefore, boredom and cognitive ability might interact to further explain employees’ 
cyberloafing. Post-hoc analysis demonstrated no interaction effect.  Empirical investigation into 
these potential mechanisms, that ability might be necessary to engage in some cyber-CWB and 
that it might motivate engagement, would contribute substantially to a broader understanding of 
the role of cognitive ability in counterproductive behaviors. 
Despite the predominance of organizationally targeted behaviors among cyber-CWB, 
interpersonal experiences exhibited strong influences on cyber-CWB. Perceptions of 
interpersonal injustice demonstrated moderate relationships, and interpersonal conflict at work 
strongly predicted cyber-CWB, except for cyberloafing again. Although the justice literature has 
often assumed that reactive behaviors will be directed at the entity responsible for the injustice, 
these findings suggest that an alternative mechanism might underlie cyber-CWB. When 
individuals experience interpersonal injustice or are exposed to interpersonal conflict at work, 
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they are substantially more likely to engage in many forms of cyber-CWB, nearly all of which 
consist of organizationally targeted behaviors. Perhaps affect plays a substantial role in 
motivating cyber-CWB, and these behaviors may be more emotionally reactive (i.e., coping) 
than rationally restorative (i.e., equity restoration) or instrumental. Although the scholarly 
literature has cumulated substantial knowledge surrounding the role of affect on employee 
behaviors, there is still notable opportunity to better understand the extent to which affect 
influences cyber-CWB, especially when integrated with the powerful effects of individual 
differences such as integrity. 
Results of the present study also demonstrate the powerful influence of norms on cyber-
CWB; however, this research was limited in its investigation of norms due to constraints relating 
to participants’ time and fatigue. Future research assessing norms specific to cyber-CWB 
behavioral clusters (i.e., HIC-specific) might uncover even more meaningful relationships. For 
example, some HICs, such as cyberloafing, might be more heavily influenced by norms than 
others, such as cybercrime. These disparate effects would inform practical efforts to reduce these 
varied behaviors. Future research might also draw on recent scholarship regarding peer reporting 
of coworkers’ CWB (e.g., Bowling & Lyons, 2015) to determine when observing coworkers 
engaging in counterproductivity leads to reporting as opposed to conformity.   
The present findings demonstrated that policy—a common approach to managing cyber-
CWB—was largely ineffective. There are few costs associated with implementing organizational 
policies to discourage counterproductive behaviors, and the intervention did exhibit notable 
effects on cyberloafing, so these findings are not all bad news for organizations. However, the 
present evidence aligns with previous scholarly support for policy enactment that policies need 
to be followed with enforcement in order to be broadly effective.  The stronger effects of policy 
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and policy enforcement on cyberloafing suggest interesting potential mechanisms. Perhaps 
employees must be informed that cyberloafing is counterproductive and undesirable. Unlike the 
other forms of cyber-CWB, employees might consider cyberloafing “normal” and minor given 
its prevalence. A deeper understanding of how employees consider and potentially rationalize 
cyberloafing is important for future research and practical developments in this area. For now, 
the present results suggest that strictly enforced technology use policies do meaningfully 
influence cyberloafing and thereby merit enactment. 
Even less effective than policy, electronic monitoring did not influence employees’ 
engagement in any form of cyber-CWB. Other data collected suggest the reason for this null 
effect. A substantial proportion of participants (>75% in all samples) had access to their own 
devices at work. Therefore, if employees are aware of monitoring and concerned about detection, 
they can instead engage in many of these forms of cyber-CWB using a personal device. It is also 
possible that for some forms of cyber-CWB with greater prevalence, such as cyberloafing, 
employees might not be concerned about detection of these apparently “normal” behaviors. 
These findings, combined with the invasion of privacy employees associate with monitoring and 
the legal liabilities discussed in the introduction, should give organizations pause regarding 
whether and how to monitor their employees’ computer activity.  
In contrast to these organizational interventions, both boredom and job satisfaction 
demonstrated positive effects on cyber-CWB, with boredom strongly influencing the criterion. 
This is startling, given the intense practical and scholarly attention that has centered on the 
reduction of job satisfaction relative to the underexamined state of boredom. Bored employees 
were more likely to engage in cyber-CWB than were employees who were generally dissatisfied 
with their jobs. Boredom also demonstrated a notable relationship with cyberloafing, a criterion 
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unrelated to job satisfaction. With the exception of strict policy enforcement, boredom 
demonstrated the strongest relationship with cyberloafing of all variables examined. This 
negative affective state clearly merits further research attention, not only into how this state 
influences performance and well-being but also deep examination into its origins. Practically, 
employers must assess and actively manage their employees’ boredom just as they would job 
dissatisfaction or other powerful negative states. As younger generations grow accustomed to 
high levels of stimulation in their daily lives, boredom will likely become even more concerning 
in the future. 
 I attempted to investigate the extent to which integrity might mitigate the harmful effects 
of boredom. Ideally, even if boredom could not be substantially reduced for some employees, 
selection of individuals of high integrity would buffer effects on cyber-CWB. Although there 
was a meaningful interaction and those of high integrity were less influenced by boredom, the 
negative affective state still notably influenced cyber-CWB. This was even more true of the 
second interaction investigated, where integrity very limitedly interacted with policy 
enforcement. Even for individuals of high integrity, policy enforcement was still very important 
for mitigating some forms of cyber-CWB. These results demonstrate a key assertion of this 
dissertation. Cyber-CWB, similar to employees’ work experiences, are complicated. Successful 
management of these behaviors does not consist of merely one managerial intervention but rather 
necessitates systematic approaches integrating interventions that optimize staffing as well as the 
productivity and well-being of selected employees. 
 To conclude, this study contributes novel and impactful findings to both research and 
practice. The results enhance understanding of cyber-CWB as a manifestation of work 
counterproductivity. The broad inclusion of a wide variety of correlates demonstrates an 
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extensive nomological network for this new criterion, laying the foundation for future 
investigations into underlying mechanisms. Just as crucially, these findings demonstrate the 
practical utility of various interventions (e.g., selection, policies and enforcement, monitoring) 
and highlight powerful influences that merit greater attention in the future (e.g., boredom, 
interpersonal conflict at work). Overall, cyber-CWB consist of many different harmful and costly 
employee behaviors, and this study contributes a starting point for both organizational 






 Three primary objectives guided this investigation of cyber counterproductive work 
behaviors. First, I sought to conceptualize cyber-CWB as a manifestation of work 
counterproductivity and develop a valid, comprehensive measure to catalyze investigation into 
the construct. The second core objective was to examine the nomological network of this new 
construct, including its convergence with traditional forms of CWB and its relationships with a 
wide range of theoretically and conceptually relevant correlates. Finally, I aimed to point the way 
toward potential solutions for organizations seeking to manage these problematic behaviors, 
based on empirical findings regarding several antecedents.  
 In Study 1, the first objective was accomplished with the development of a 
comprehensive, 47-item measure of cyber-CWB, which was also supplemented with a 12-item 
abbreviated measure and subscales to assess each of the twelve narrower homogeneous item 
clusters. Through several rounds of empirical refinement, cyber-CWB was found to demonstrate 
a unidimensional higher-order structure with 12 lower-order homogeneous item clusters.  
Prior to this investigation, scholars in several disciplines had tapped into relevant narrow 
constructs (e.g., cyberloafing, cyberbullying) and discussed the potential importance of broader 
constructs (e.g., Weatherbee's (2010) theoretical discussion of cyberdeviancy), yet no empirical 
investigation had yet investigated the various forms of cyber-CWB or validated a broad measure. 
At international conferences in recent years (e.g., annual meetings of Society for Industrial and 
Organizational Psychology and Academy of Management), both scholars and practitioners have 
voiced concerns that the lack of CWB measures addressing technologically-mediated behaviors 
has resulted in fundamentally inadequate construct coverage in current CWB scholarship. The 
present investigation incorporates those important yet heretofore neglected forms of CWB, and 
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the measures developed should allow for more comprehensive construct coverage in future 
research.  
The dearth of research into cyber-CWB, while glaring, is not unprecedented in the history 
of CWB scholarship. In fact, assessment of CWB has historically suffered from severely 
incomplete construct coverage. In its early days, (circa pre-1970s), much of the CWB literature 
was focused on theft and unsafe behaviors in production jobs. In the last four decades, CWB 
research broadened but the relevant literature was dispersed across many different disciplines. 
Measurement practices are also partly responsible. Early measures relied on single-item 
indicators and limited scales based on organizational records. Later, scholars ubiquitously 
adopted Bennett and Robinson’s (2000) measure, despite substantial evidence that enhanced 
construct coverage (e.g., greater diversity in severity and content of behaviors) could be achieved 
using other, more comprehensive measures (e.g., Gruys & Sackett, 2003). Key to more 
integrated CWB measurement is the fundamental principle that a wide variety of diverse CWB 
demonstrate strong relationships with each other. Although this realization advances CWB 
research and management efforts (e.g., fewer interventions can be applied to influence many 
types of behaviors), it also seems to have encouraged scholars to adopt limited 
operationalizations of this important performance domain based on the assumption that narrower 
(or less severe) measures will approximately reflect the broader domain. Cyber-CWB HICs 
demonstrate this same pattern of strong interrelationships, and the abbreviated measure 
converges strongly with the overall measure across empirical investigations. However, as is the 
case with traditional CWB, even though these behaviors represent the same general factor, they 
are extremely varied in content, target, severity, required skill sets, motivations, and perceived 
benefits. By making use of either the comprehensive cyber-CWB measure, abbreviated scale, 
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and/or HIC subscales found in this dissertation, I hope that scholars will carefully balance 
parsimony and length with comprehensiveness to maximally advance knowledge of cyber-CWB 
in future research. In some situations, maximal contribution to the cyber-CWB literature might 
involve merely supplementing a traditional CWB scale with the abbreviated cyber-CWB scale. 
However, for scholarly investigations seeking to understand this emerging performance 
construct, the lengthier measure will be most valuable. Further, when specific mechanisms and 
drivers have been identified, careful selection of specific HIC subscales will likely prove most 
advantageous. To conclude, the primary objective of developing a measure to assess cyber-
CWB, which had been neglected by scholars despite their alarming presence in organizations, 
was achieved. These measures represent the first contribution of this dissertation, which I hope 
will spur future research into this neglected but critically important performance construct. 
 Studies 2 and 3 sought to accomplish the second objective, an investigation of the 
nomological network of cyber-CWB. In addition to examining the relationships of a wide range 
of influences (e.g., individual differences, affective, contextual) on cyber-CWB, I also 
investigated the relationships between those antecedents and CWB in the same data collections; 
this approach yielded parallel results to facilitate comparison of the patterns of relationships with 
antecedents. Several insights emerged from this investigation. First, in addition to the 
convergence between cyber-CWB and HICs that was demonstrated in Study 2, the patterns of 
relationships that cyber-CWB demonstrated with antecedents largely imitated the patterns of 
relationships between those predictors and traditional forms of CWB. This bolstered previous 
evidence of the nature of cyber-CWB as a form of work counterproductivity. Other interesting 
patterns also emerged in the results. In addition to demonstrating very strong relationships with 
integrity, cyber-CWB is strongly influenced by interpersonal stressors, specifically interpersonal 
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conflict at work and interpersonal justice. This particular finding is striking due to the dominance 
of organizationally targeted behaviors within the cyber-CWB scale. Further investigation is 
necessary to understand how and why these stressors so dramatically influence cyber-CWB, 
even though most of these behaviors themselves are targeted at organizations, not individuals. 
The potential mediating role of affect and moderating role of several individual differences 
variables suggest fruitful directions for scholarly inquiry. Another important predictor of cyber-
CWB, the negative affective state of boredom, also demonstrated notable relationships with a 
variety of cyber-CWB. In addition to highlighting the need for empirical investigation into the 
harmful effects of employee boredom, this finding suggests that employers seeking to manage 
CWB should be just as, if not more, concerned with their employees’ boredom levels as their job 
satisfaction, a correlate which displays weaker relationships with cyber-CWB and yet garners 
substantially greater attention from both scholars and practitioners.  
Emerging early in Study 1 and recurring across studies was a distinction between 
cyberloafing and other cyber-CWB HICs. Unlike other cyber-CWB HICs, cyberloafing only 
weakly loaded onto the general factor of cyber-CWB. The cluster also demonstrated a very 
different pattern of relationships with common correlates and exhibited higher base rates. Future 
research is necessary to better understand why the cyberloafing cluster is so unique. Do 
employees consider cyberloafing different from other cyber-CWB? Are those perceptions based 
on prevalence? Do employees believe that cyberloafing is not counterproductive due to 
perceived severity (or lack thereof)? Perhaps, as previously discussed, cyberloafing is merely a 
manifestation of withdrawal, a form of CWB that has historically demonstrated distinct 
relationships with other forms of counterproductivity. Large-scale structural examinations of the 
counterproductivity domain, including cyber-CWB, would elucidate the potential convergence of 
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cyber-CWB with traditional withdrawal. Unfortunately, this type of investigation was outside of 
the scope of the present study, as comprehensive CWB measures yielding several subscale scores 
are rare, and where they exist, incredibly lengthy (e.g., Gruys & Sackett, 2003).  If pursued in a 
future study dedicated to this question, administration of such measures together with the 
comprehensive cyber-CWB scale would allow one to isolate facets and investigate convergence 
between analogous technologically mediated and traditional forms of CWB. The present study 
demonstrates the uniqueness of cyberloafing compared to other cyber-CWB HICs and lays the 
foundation for future studies to determine how employees and employers view cyberloafing in 
terms of costs to organizations and legitimacy of these behaviors, among other characteristics.  
 Substantial research thus far has centered on cyberloafing specifically. I posit that this 
relatively intense research interest is due to two primary reasons. First, prior to the present 
investigation, cyberloafing represented one of the very few forms of cyber-CWB for which 
validated measures were available. The availability of such measures likely catalyzed research 
into this area. Second, cyberloafing is more prevalent than other forms of cyber-CWB, and its 
enhanced visibility may further motivate empirical investigations. Although cyberloafing has 
certainly garnered interest and merits attention (see previous discussion for potential future 
directions), many other forms of cyber-CWB pose just as much if not greater risks to 
organizations and yet have not been the focus of research or practical attention. My hope is that 
this dissertation will catalyze research into cyber-CWB more broadly. 
The final objective of this dissertation was to lay the foundation for investigations of the 
potential effectiveness of various organizational interventions targeted at the avoidance and 
reduction of cyber-CWB. Results from Study 3 clearly identify overt integrity tests as optimal 
tools in the identification of individuals who avoid engaging in cyber-CWB. Therefore, 
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employers seeking to manage these behaviors should consider integrating such tools into staffing 
procedures; fortunately, the substantial utility of integrity tests to predict many criteria of interest 
(see prior discussion in Study 3) indicate that organizations will experience additional benefits 
beyond cyber-CWB reduction from employing this intervention. While the present investigation 
was conducted among employees under conditions of confidentiality and for research purposes, 
prior research has shown that concurrent validity estimates approximate predictive ones in 
general, and that for integrity tests in particular, validity is high when predicting both job 
performance and avoidance of CWB—even among job applicants with a clear incentive to 
distort their responses (Ones et al., 1993). This suggests that the present findings are also likely 
to generalize to applicant populations and high-stakes testing situations. 
In contrast to the utility of integrity and some other personality-based predictors, 
technology use policies were minimally effective. Because they are inexpensive and cause no 
harm to the organization while also clearly communicating an employer’s position on these 
behaviors (often an end in and of itself), they still merit enactment, especially when accompanied 
by strict enforcement. Unfortunately, electronic monitoring, an intervention that has been 
commonly employed to manage technology misuse, proved ineffective. This negligible effect 
combined with the substantial risks associated with monitoring employees’ technology use 
(including negative employee reactions and public perception) suggest that organizations should 
be careful in developing and employing electronic monitoring systems. For some organizations, 
the costs might outweigh the benefits. Even when there are no direct benefits, it might be a 
viable way to manage liability in terms of employee oversight. However, those organizations 
who utilize monitoring will also need to develop systematic procedures and follow them 
consistently to avoid negative reactions and other legal liabilities (e.g., data protection, privacy). 
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Finally, another finding from Study 3 did not evaluate an intervention but rather suggests the 
opportunity to develop one. Boredom was meaningfully related to cyber-CWB; yet, this 
unpleasant affective state is not typically the focus of organizational interventions. Because 
boredom is meaningfully related to undesirable organizational outcomes as well as unpleasant 
for employees, investments into the reduction of boredom will likely lead to positive 
consequences for all parties.  
To optimally manage cyber-CWB, a systematic approach integrating interventions from 
personnel selection to performance management, including pre-employment testing and job 
redesign, offers the greatest potential. Because cyber-CWB converges with CWB, tools and 
strategies developed to reduce those undesirable behaviors should be integrated with emerging 
predictors of cyber-CWB to enhance management of the counterproductivity domain in its 
entirety.  
Additional Directions for Future Research 
In addition to the many interactions and mechanisms discussed throughout the studies, 
several additional opportunities to advance this new construct seem particularly promising. First, 
the three data collections reflected in these meta-analyses are the first investigations of cyber-
CWB. To better understand this set of behaviors, such investigations must be replicated and 
extended. Data collections across a variety of contexts (e.g., national, occupational, 
organizational) will greatly enhance this burgeoning literature.  
Second, scholars in the field of information sciences have recognized the influence of 
technical skills on employees’ technology use and misuse (e.g., Venkatraman, 2008) and have 
suggested such skill acquisition is akin to developing digital fluency. Especially in light of the 
wide variety of behaviors that were retained as part of the cyber-CWB scale and the disparity of 
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skill sets required to engage in behaviors reflected by different HICs (e.g., hacking vs. 
cyberloafing), the influence of technical skills on these behaviors merits attention.  
Third, a deeper understanding of the relative severity of various cyber-CWB would direct 
future research and applied efforts towards the most efficient avenues for reduction. There are 
several ways to conceptualize and empirically examine severity, with the ideal informed by 
employee and employer perceptions of severity as well as estimates of the impact of various 
cyber-CWB on organizations. Employee perceptions of the severity of cyber-CWB might 
provide the greatest insights into how and why employees engage in these behaviors. However, 
that assessment approach is likely to suffer from the influence of norms. If behaviors are not 
normatively deviant, they might be perceived as less severe. Employers, on the other hand, might 
consider severity from different perspectives, including impact on the productivity of individual 
employees or people with whom they interact, employee or coworker well-being, organizational 
performance, or even legality (or illegality) of the various cyber-CWB. While each of these 
operationalizations provides insights into the impact of cyber-CWB, each approach has its 
drawbacks. For example, although illegality is of utmost concern to organizations due to the 
liability they incur for organizational agents, it serves as a deficient measure of severity for most 
forms of counterproductivity, including cyber-CWB, because the vast majority of these 
behaviors are legal. Moreover, legality isn’t necessarily correlated with impact on productivity 
(e.g., cyberloafing is legal by law, but highly counterproductive). Clearly, substantial research is 
needed to better understand the objective and relative severity levels of cyber-CWB HICs. 
Severity level might influence ideal interventions, as suggested by prior evidence that technology 
misuse behaviors of different severity levels are amenable to different influences (Blanchard & 
Henle, 2008). In addition, severity is important for contextualizing employees’ engagement in 
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cyber-CWB. For example, any frequency of engagement in some cyber-CWB which are 
extremely severe and even illegal, such as viewing or distributing child pornography, has 
different implications than one instance of shopping online instead of attending to pressing work.  
Finally, the relationship between cyber-CWB and overall performance has yet to be 
explored and stimulates several important questions. Although cyber-CWB relates very strongly 
to other forms of CWB, the relationship between cyber-CWB and positive components of job 
performance, such as task performance, productivity, or citizenship, was outside the scope of this 
investigation. The present results do clarify that such investigations must consider cyber-CWB at 
the HIC level. While some might argue that the harmful effects of cyberloafing are questionable, 
other forms of cyber-CWB (e.g., cyberharassment, cybersabotage) are clearly destructive. 
Differences across cyber-CWB HICs highlight that investigations at narrow bandwidth will best 
determine how and to what extent cyber-CWB detract from individual productivity and 
performance. In a similar vein, deeper investigations into relationship between cyber-CWB and 
CWB would contribute greatly to this research domain. For example, whether cyber-CWB are 
merely a modern form of previously existing CWB, a substitution for CWB that do not use 
technology, or an extension of those traditional behaviors has many research and practical 
implications. For example, if cyber-CWB is the new form of CWB, then prior measures that do 
not assess technologically mediated behaviors and attempt to glean insights based on prior forms 
of CWB are insufficient and will only become more irrelevant with time. If cyber-CWB is an 
extension of CWB, then estimates of the impact of CWB on organizations and corresponding 




 This dissertation conceptualized cyber-CWB as a modern extension of the CWB 
performance domain. Study 1 contributed evidence of the structure of this new construct as well 
as validated measures to assess overall cyber-CWB and its twelve narrower homogeneous item 
clusters. Study 2 demonstrated convergence between cyber-CWB and traditional forms of CWB. 
Study 3 exhibited the relationships between cyber-CWB and a wide range of antecedents, 
including individual differences, affective, contextual, and demographic influences. Modern 
forms of work counterproductivity have emerged, and the present studies have conceptualized 
cyber-CWB, validated measures to assess it, demonstrated its nomological network, and 
provided evidence-based recommendations for how to avoid and reduce these harmful behaviors. 
This work provides the opportunity for scholars to build further knowledge of both antecedents 
and consequences of cyber-CWB, and for practitioners to employ several of the findings in 












Venkatraman, 2008; Weatherbee, 2010
Blanchard & Henle, 2008; 




"Intentional use of information 
technologies in the workplace that is 
contrary to the explicit and implicit 
norms of the organization, and that 
threatens the well being of the 
organization and/or its members." 
(Venkatraman, 2008, p. 22)
Employees’ voluntary use of company 
Internet access during work time to 
view non-work related webpages or 
check personal email. (Lim, 2002) 
Cyberloafing can be conceptualized to 
include aimless web surfing as well as 
strategic, thoughtful use of company 
Internet and paid time as well as more 




Personal web usage 
(Anandarajan & Simmers, 2004)
Technological time banditry 
(Brock, Martin, & Buckley, 2013) 
Non-work related computing 
(Bock & Ho, 2009; Pee, Woon, & 
Kankanhalli, 2008) 
Internet abuse (Chen, Chen, & Hsiao-




Cyber-CWB and cyberdeviance are 
similarly broad in terms of construct 
coverage. However, cyberdeviant 
behaviors deviate from organizational 
norms, confounding prevalence, 
severity, and impact on organizational 
productivity. 
Cyberloafing represents one important 
facet of cyber-CWB and is thus 
encompassed within cyber-CWB. 
Cyberloafing behaviors included in 
cyber-CWB are required to be costly to 
the organization.
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Cyber incivility Internet security deviant behavior
Giumetti et al., 2012;
Lim & Teo, 2009
Chu & Chau, 2014
“Communicative behavior exhibited in 
computer-mediated interactions that 
violate workplace norms of mutual 
respect.” 
(Lim & Teo, 2009, p. 419)
Resource misuse and security 
carelessness, including actions such as 
leaving a company computer with 
confidential information unattended 





(Patchin & Hinduja, 2006) 
Cyberstalking 
(Cavezza & McEwan, 2014)
Cyber incivility represents an important 
component of harassment, a facet of 
cyber-CWB.
These behaviors are critically important 
for cyber-CWB, because they include 
high-risk actions that add significant 
liability to organizations. They 
comprise a core component of 





N = 414 N  = 292
Cyber-CWB .920 .949
Abbreviated scale






Deception & Data Falsification .818 .880
Disloyal Behavior .797 .860
Hacking .809 .919
IP Violations .857 .857
Negligent IT Practices .584 .715
Sample
Reliability Estimates of Cyber-CWB Scales after First Refinement
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Table 3
Sample 1 and 2 Descriptives





African American 8.3% 8.5%
Asian 38.7% 12.2%
Pacific Islander 0.8% 0.7%
Native American 0.6% 2.7%
Hispanic 14.1% 8.1%






Tenure, primary job [years] 1.0 (1.7, 2.2) 3.8 (5.2, 4.8)
Work experience, total [years] 4.0 (4.8, 4.3) 12.5 (14.1, 8.9)
Number of jobs held 3 (3.2, 2.0) 4 (4.9, 3.9)
Number of companies worked for 3 (3.1, 1.9) 4 (4.7, 3.3)
Hours worked / week 23.5 (24.7, 10.2) 40.0 (41.6, 4.8)









Note . Sample 1 N = 639; Sample 2 N = 295. M = mean; SD = standard deviation. *Technology access data were 
























Tenure, primary job [years] 3.5 (5.1, 4.8)
Work experience, total [years] 11.3 (13.9, 10.1)
Number of jobs held 3 (4.1, 3.1)
Number of companies worked for 3 (3.9, 2.7)
Hours worked / week 40.0 (42.0, 5.7)










































































































































































































































































































































































































































































































































































































































































































































Reliability Estimates of Final Cyber-CWB Scales
Scale 1 2 3
N = 635 N  = 293 N  = 207
Cyber-CWB .917 .949 .966
Abbreviated scale .739 .843 .893
Adult Internet Use .891 .894 .910
Cybercrime .756 .896 .933
Cybergriping .774 .817 .840
Cyberharassment .736 .868 .910
Cyberloafing .865 .874 .873
Cybersabotage .911 .905 .906
Cybersullying .815 .823 .860
Cybertheft .874 .764 .913
Deception & Data Falsification .810 .880 .906
Hacking .791 .919 .897
IP Violations .853 .857 .921














































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































Reliability Artifact Distribution Characteristics
Cyber-CWB 3 .94 .02 .97 .01
Abbreviated Scale 3 .83 .08 .91 .04
Adult Internet Use 3 .90 .01 .95 .01
Cybercrime 3 .86 .09 .93 .05
Cybergriping 3 .81 .03 .90 .02
Cyberharassment 3 .84 .09 .91 .05
Cyberloafing 3 .87 .00 .93 .00
Cybersabotage 3 .91 .00 .95 .00
Cybersullying 3 .83 .02 .91 .01
Cybertheft 3 .85 .08 .92 .04
Deception & Data Falsification 3 .87 .05 .93 .03
Hacking 3 .87 .07 .93 .04
IP Violations 3 .88 .04 .94 .02
Negligent IT Practices 3 .72 .15 .85 .09
CWB 3 .89 .02 .95 .01
Interpersonal CWB 3 .84 .01 .91 .01
Organizational CWB 3 .84 .04 .92 .02
Emotional Stability 3 .93 .02 .96 .01
Lack of Volatility 3 .90 .01 .95 .01
Lack of Withdrawal 3 .86 .04 .93 .02
Extraversion 3 .88 .02 .94 .01
Assertiveness 3 .86 .02 .93 .01
Enthusiasm 3 .82 .03 .90 .02
Openness 3 .85 .02 .92 .01
Intellect 3 .84 .02 .92 .01
Openness 3 .77 .04 .88 .02
Agreeableness 3 .87 .03 .93 .02
Compassion 3 .88 .02 .94 .01
Politeness 3 .74 .06 .86 .04
Conscientiousness 3 .86 .03 .93 .01
Industriousness 3 .83 .04 .91 .02
Orderliness 3 .78 .05 .88 .03
Integrity: Attitudes 2 .76 .09 .87 .05
Integrity: Theft Admissions 2 .63 .15 .79 .10
Cognitive Ability 2 .62 .06 .79 .04
Distributive Justice 2 .94 .02 .97 .01
Informational Justice 2 .94 .02 .97 .01
Interpersonal Justice 2 .93 .00 .96 .00
Variable/Scale k
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Procedural Justice 2 .93 .00 .96 .00
Interpersonal Conflict at Work 2 .86 .03 .93 .01
Quantitative Workload 2 .84 .05 .92 .03
Norms 2 .81 .03 .90 .02
Boredom 3 .93 .01 .97 .01
Job Satisfaction† 1 .57 - - -
OCB 2 .92 .02 .96 .01
Interpersonal OCB 2 .89 .01 .94 .01
Organizational OCB 2 .81 .04 .90 .02
Variable/Scale k
Note. k = number of independent reliability estimates in distribution;       = average reliability estimate;
           = standard deviation of reliability estimates;            = average of the square roots of reliability 
estimates;             = standard deviation of the square roots of the reliability estimates. Analyses for 
variables not listed in this table were not corrected for attenuation due to unreliability. † = Reliability 
artifact distribution obtained from existing literature. Reliability artifact distribution for the job 
satisfaction measure was obtained from Wanous et al. (1997).
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Table 9
3 1115 (-.26,-.26) 3 1118 (-.28,-.28) 3 1127 (-.25,-.25) 3 1121 (-.21,-.21)
3 1115 (-.27,-.27) 3 1118 (-.28,-.28) 3 1127 (-.23,-.23) 3 1121 (-.21,-.21)
3 1115 (-.18,-.18) 3 1118 (-.19,-.19) 3 1127 (-.20,-.20) 3 1121 (-.23,-.10)
3 1115 (-.34,-.19) 3 1118 (-.29,-.29) 3 1127 (-.33,-.19) 3 1121 (-.31,-.22)
3 1115 (-.17,-.17) 3 1118 (-.18,-.18) 3 1127 (-.23,-.16) 3 1121 (-.19,-.19)
3 1115 (-.43,-.21) 3 1118 (-.36,-.36) 3 1127 (-.36,-.20) 3 1121 (-.38,-.20)
3 1115 (-.20,-.15) 3 1118 (-.17,-.17) 3 1127 (-.13,-.04) 3 1121 (-.09,-.09)
3 1115 (-.22,-.12) 3 1118 (-.17,-.16) 3 1127 (-.13,-.04) 3 1121 (-.09,-.09)
3 1115 (-.16,-.16) 3 1118 (-.16,-.16) 3 1127 (-.12,-.05) 3 1121 (-.08,-.08)
3 1115 (-.11,-.11) 3 1118 (-.10,-.10) 3 1127 (-.12,-.09) 3 1121 (-.11,-.11)
3 1115 (-.06,-.06) 3 1118 (-.07,-.07) 3 1127 (-.10,-.10) 3 1121 (-.09,-.09)
3 1115 (-.12,-.12) 3 1118 (-.11,-.11) 3 1127 (-.11,-.06) 3 1121 (-.11,-.11)
3 1115 (-.24,-.03) 3 1118 (-.28,-.04) 3 1127 (-.30,-.05) 3 1121 (-.27,-.10)
3 1115 (-.23,-.06) 3 1118 (-.23,-.09) 3 1127 (-.25,-.10) 3 1121 (-.22,-.12)
3 1115 (-.17,-.02) 3 1118 (-.23,.01) 3 1127 (-.25,.01) 3 1121 (-.23,-.07)
Integrity
2 263 (-.81,-.15) 2 264 (-.89,-.05) 2 264 (-.56,-.29) 2 263 (-.75,-.04)
2 262 (-.98,-.15) 2 263 (-1.00,-.04) 2 263 (-.82,.12) 2 262 (-.89,.16)
2 476 (-.14,.19) 2 479 (-.20,.20) 2 487 (-.15,-.04) 2 481 (-.13,-.13)
Construct-Level Relationships Between Individual Differences and Counterproductivity 
Criteria
Note. Values in bold are correlations corrected for attenuation due to measurement error in both variables. Values 
beneath the correlations are the k s, N s, and 80% credibility intervals, respectively.
Compassion
Politeness






























-.16 -.16 -.09 -.08
-.17 -.08 -.09
-.11 -.10 -.10 -.11
-.12 -.11 -.08 -.11
-.07 -.10 -.09
-.14 -.16 -.17 -.19
-.09 -.11 -.12 -.15
-.16 -.18 -.17
-.27 -.29 -.26 -.26





-.57 -.55 -.35 -.37






















3 1124 (-.27,-.13) 3 957 (-.25,-.25) 3 1121 (-.16,-.16) 3 1093 (-.24,-.15)
3 1124 (-.29,-.15) 3 957 (-.22,-.22) 3 1121 (-.21,-.21) 3 1093 (-.27,-.09)
3 1124 (-.16,-.08) 3 957 (-.21,-.21) 3 1121 (-.05,-.05) 3 1093 (-.23,-.10)
3 1124 (-.19,-.17) 3 957 (-.42,-.17) 3 1121 (-.15,-.01) 3 1093 (-.33,-.21)
3 1124 (-.16,-.04) 3 957 (-.27,-.12) 3 1121 (-.08,.04) 3 1093 (-.23,-.18)
3 1124 (-.30,-.17) 3 957 (-.50,-.19) 3 1121 (-.20,-.08) 3 1093 (-.38,-.20)
3 1124 (-.27,-.10) 3 957 (-.13,-.09) 3 1121 (-.23,-.13) 3 1093 (-.09,-.09)
3 1124 (-.23,-.07) 3 957 (-.12,-.12) 3 1121 (-.23,-.10) 3 1093 (-.10,-.10)
3 1124 (-.29,-.10) 3 957 (-.14,-.04) 3 1121 (-.23,-.13) 3 1093 (-.07,-.04)
3 1124 (-.16,-.02) 3 957 (-.21,-.01) 3 1121 (-.03,-.03) 3 1093 (-.10,-.10)
3 1124 (-.15,.01) 3 957 (-.22,.07) 3 1121 (-.01,-.01) 3 1093 (-.07,-.07)
3 1124 (-.09,-.09) 3 957 (-.12,-.12) 3 1121 (-.05,-.05) 3 1093 (-.12,-.12)
3 1124 (-.19,-.06) 3 957 (-.34,-.14) 3 1121 (.07,.07) 3 1093 (-.34,-.10)
3 1124 (-.26,-.05) 3 957 (-.22,-.20) 3 1121 (.02,.02) 3 1093 (-.30,-.07)
3 1124 (-.05,-.05) 3 957 (-.36,-.05) 3 1121 (.10,.10) 3 1093 (-.26,-.11)
2 265 (-.76,-.11) 2 262 (-.86,.11) 2 265 (-.30,-.30) 2 261 (-.81,.05)
2 264 (-.66,-.21) 2 261 (-.98,.04) 2 264 (-.50,-.50) 2 260 (-1.00,.32)
























































3 1116 (-.32,-.19) 3 1118 (-.26,-.17) 3 1128 (-.21,-.21) 3 1120 (-.23,-.11)
3 1116 (-.31,-.17) 3 1118 (-.28,-.10) 3 1128 (-.17,-.17) 3 1120 (-.22,-.08)
3 1116 (-.32,-.11) 3 1118 (-.24,-.14) 3 1128 (-.20,-.20) 3 1120 (-.15,-.15)
3 1116 (-.37,-.19) 3 1118 (-.35,-.19) 3 1128 (-.29,-.29) 3 1120 (-.36,-.24)
3 1116 (-.22,-.16) 3 1118 (-.27,-.14) 3 1128 (-.21,-.21) 3 1120 (-.23,-.19)
3 1116 (-.44,-.20) 3 1118 (-.39,-.17) 3 1128 (-.39,-.23) 3 1120 (-.43,-.23)
3 1116 (-.18,-.06) 3 1118 (-.09,-.09) 3 1128 (-.10,-.07) 3 1120 (-.16,.00)
3 1116 (-.13,-.13) 3 1118 (-.11,-.11) 3 1128 (-.10,-.10) 3 1120 (-.17,.00)
3 1116 (-.19,.00) 3 1118 (-.09,-.02) 3 1128 (-.08,-.04) 3 1120 (-.14,.01)
3 1116 (-.16,-.07) 3 1118 (-.18,-.04) 3 1128 (-.12,-.12) 3 1120 (-.08,-.08)
3 1116 (-.10,-.06) 3 1118 (-.08,-.08) 3 1128 (-.06,-.06) 3 1120 (-.08,.02)
3 1116 (-.13,-.13) 3 1118 (-.18,-.04) 3 1128 (-.16,-.16) 3 1120 (-.12,-.12)
3 1116 (-.32,-.11) 3 1118 (-.34,-.10) 3 1128 (-.27,-.13) 3 1120 (-.29,-.08)
3 1116 (-.29,-.10) 3 1118 (-.31,-.08) 3 1128 (-.23,-.09) 3 1120 (-.25,-.01)
3 1116 (-.23,-.12) 3 1118 (-.25,-.12) 3 1128 (-.24,-.13) 3 1120 (-.27,-.09)
2 264 (-.94,.04) 2 264 (-.85,.09) 2 265 (-.87,.00) 2 263 (-.88,-.03)
2 263 (-1.00,.34) 2 263 (-1.00,.36) 2 264 (-1.00,.10) 2 262 (-1.00,.11)





-.12 -.09 -.09 -.08
-.13 -.11 -.10 -.09
-.06 -.07-.10 -.05
-.08-.12













-.24 -.19 -.17 -.15
-.15-.21 -.19 -.20
-.45 -.38 -.43 -.45
-.49






















3 1111 (-.24,-.24) 3 1095 (-.25,-.25) 3 1128 (-.35,-.35) 3 1128 (-.25,-.23)
3 1111 (-.23,-.23) 3 1095 (-.31,-.16) 3 1128 (-.45,-.36) 3 1128 (-.27,-.27)
3 1111 (-.18,-.18) 3 1095 (-.21,-.21) 3 1128 (-.20,-.20) 3 1128 (-.14,-.14)
3 1111 (-.32,-.26) 3 1095 (-.28,-.28) 3 1128 (-.41,-.19) 3 1128 (-.42,-.22)
3 1111 (-.22,-.22) 3 1095 (-.21,-.21) 3 1128 (-.29,-.06) 3 1128 (-.24,-.13)
3 1111 (-.38,-.22) 3 1095 (-.40,-.20) 3 1128 (-.47,-.28) 3 1128 (-.55,-.27)
3 1111 (-.14,-.07) 3 1095 (-.15,-.09) 3 1128 (-.34,-.16) 3 1128 (-.19,-.19)
3 1111 (-.15,-.08) 3 1095 (-.23,.00) 3 1128 (-.32,-.14) 3 1128 (-.20,-.20)
3 1111 (-.12,-.06) 3 1095 (-.11,-.11) 3 1128 (-.34,-.14) 3 1128 (-.15,-.15)
3 1111 (-.14,-.14) 3 1095 (-.12,-.12) 3 1128 (-.21,-.04) 3 1128 (-.05,-.05)
3 1111 (-.11,-.11) 3 1095 (-.08,-.08) 3 1128 (-.12,-.03) 3 1128 (.01,.01)
3 1111 (-.14,-.14) 3 1095 (-.13,-.13) 3 1128 (-.23,-.07) 3 1128 (-.13,-.08)
3 1111 (-.27,-.10) 3 1095 (-.22,-.19) 3 1128 (-.24,.06) 3 1128 (-.24,.01)
3 1111 (-.26,-.10) 3 1095 (-.20,-.20) 3 1128 (-.25,-.02) 3 1128 (-.18,-.01)
3 1111 (-.20,-.08) 3 1095 (-.15,-.15) 3 1128 (-.15,.11) 3 1128 (-.23,.04)
2 263 (-.76,-.03) 2 261 (-.89,.02) 2 265 (-.75,-.57) 2 265 (-.83,-.46)
2 262 (-1.00,.22) 2 260 (-.88,-.20) 2 264 (-1.00,-.31) 2 264 (-1.00,-.22)








-.14 -.12 -.13 -.05
-.11
-.19 -.20 -.09 -.11
-.18
-.29 -.28 -.30 -.32
-.20 -.14
-.21 -.18 -.19
-.14 -.15 -.02 -.10
-.10





-.30 -.30 -.38 -.41
-.24 -.25 -.35 -.24
-.23 -.24 -.40 -.27
-.18 -.21 -.20 -.14
-.40 -.43 -.66 -.65
-.71 -.70-.44 -.54























































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































k n 1 n 2 δ 80% CV
Cyber-CWB 3 314 444 0.01 (0.01,0.01)
Abbreviated scale 3 315 444 -0.03 (-0.03,-0.03)
Adult Internet Use 3 318 445 -0.06 (-0.06,-0.06)
Cybercrime 3 318 441 -0.03 (-0.03,-0.03)
Cybergriping 3 318 444 0.05 (0.05,0.05)
Cyberharassment 3 313 440 -0.10 (-0.10,-0.10)
Cyberloafing 3 316 445 0.10 (0.10,0.10)
Cybersabotage 3 306 438 0.01 (0.01,0.01)
Cybersullying 3 315 444 0.00 (0.00,0.00)
Cybertheft 3 315 443 -0.02 (-0.02,-0.02)
Deception & Data Falsification 3 318 445 -0.07 (-0.07,-0.07)
Hacking 3 316 443 -0.06 (-0.06,-0.06)
IP Violations 3 314 443 -0.04 (-0.04,-0.04)
Negligent IT Practices 3 305 436 -0.05 (-0.05,-0.05)
CWB 3 318 446 0.22 (0.22,0.22)
CWB-I 3 318 446 0.20 (0.20,0.20)
CWB-O 3 318 446 0.22 (0.22,0.22)
Pay equity
Underpaid vs. fairly/overpaid
Note . Values in bold are standardized mean differences corrected for attenuation 
due to measurement error in the criterion. CV = credibility interval.
Standardized Mean Differences in Counterproductivity Based on Perceptions of Pay Equity
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Table 15
Standardized Mean Differences in Counterproductivity Based on Gender
k n 1 n 2 δ 80% CV
Cyber-CWB 3 500 613 0.21 (0.21,0.21)
Abbreviated scale 3 500 616 0.22 (0.22,0.22)
Adult Internet Use 3 506 616 0.32 (0.32,0.32)
Cybercrime 3 504 612 0.18 (0.18,0.18)
Cybergriping 3 506 614 0.15 (0.15,0.15)
Cyberharassment 3 442 512 0.21 (0.21,0.21)
Cyberloafing 3 502 616 0.12 (0.12,0.12)
Cybersabotage 3 488 603 0.09 (0.09,0.09)
Cybersullying 3 502 612 0.17 (0.17,0.17)
Cybertheft 3 500 615 0.16 (0.16,0.16)
Deception & Data Falsification 3 507 617 0.16 (0.16,0.16)
Hacking 3 503 613 0.16 (0.16,0.16)
IP Violations 3 500 609 0.19 (0.19,0.19)
Negligent IT Practices 3 488 605 0.21 (0.21,0.21)
CWB 3 507 620 0.31 (0.31,0.31)
CWB-I 3 507 620 0.34 (0.34,0.34)
CWB-O 3 507 620 0.27 (0.27,0.27)
Note . Values in bold are standardized mean differences corrected for attenuation 
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Items in Cyber-CWB Measure 
Adult Internet Use 
  Visit sexually explicit websites at work.* 
  Download pictures containing nudity or sexual content at work. 
  Browse websites at work for nude or sexually explicit pictures or video. 
  
View, download, or share nude or sexually explicit images of children using a company 
device or while at work. 
Cybercrime 
  Use the Internet at work for a drug transaction. 
  Access illegal content online at work.* 
  Use the Internet at work to commit a crime. 
Cybergriping 
  Complain about your job or workplace online.* 
  Complain about your company's customers or business partners online. 
  Use social media to vent about something that happened at work. 
Cyberharassment 
  Message a colleague or customer online after they requested you stop. 
  Contact a colleague or customer so that they become distressed.* 
  Harass a colleague or customer using email, instant/text messages, or social media. 
Cyberloafing 
  Receive personal phone calls while you should be working. 
  Use non-work related email while you should be working. 
  Send non-work related messages while you should be working.* 
  Browse non-work-related websites while you should be working. 
  Shop online for personal goods while you should be working. 
  Play computer games while you should be working. 
  Use a personal social media account while you should be working. 
Cybersabotage 
  Damage or destroy work computer resources. 
  
Write or use a program that would destroy the company's computerized data (e.g., a 
virus, logic bomb, or Trojan horse). 
  Delete electronic company files, codes, or data that should have been retained.* 
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Cybersullying 
Criticize your company's products or services publicly online. 
Publicly mistreat customers using a work-related Internet account.* 
Publicly display questionable behavior using a work-related Internet account. 
Post comments inconsistent with your company's position using a work-related Internet 
account. 
Cybertheft 
Steal electronic devices from your organization. 
Misdirect an electronic transfer of company funds. 
Steal hardware or software resources from the company.* 
Deception & Data Falsification 
Deceive others by falsifying electronic records. 
Send inaccurate information to colleagues or customers. 
Impersonate a colleague by sending an email on their behalf. 
Conceal your identity online and deceive a colleague or customer.* 
Hacking 
Use a colleague's or customer's password without their knowledge or permission. 
Access a company website for which you are not an authorized user. 
Access work computers and servers without authorization.* 
Add, delete, change, or print information in a colleague's or customer's computer 
without their knowledge or permission. 
Access a colleague's or customer's computer account or files to look at information or 
files without permission. 
IP Violations 
Illegally download files using company Internet. 
Electronically violate copyright on the job. 
Knowingly use, make, or give a colleague or customer a "pirated" copy of 
commercially-sold computer software. 
Electronically violate intellectual property on the job. 
Illegally download media using company Internet.* 
Negligent IT Practices 
Allow unauthorized persons to use your work login information. 
Use untrusted resources for data transmission at work.* 
Leave removable storage devices with company information unattended. 
































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































Meta-Analytic Intercorrelations Among Study Variables
1 2 3 4 5 6 7 8
1 Conscientiousness 1.00 1.00 .37 .28 .38 .44 .38
2 Industriousness .87 .55 .38 .32 .36 .65 .57
3 Orderliness .83 .45 .26 .17 .30 .08 .07
4 Agreeableness .32 .32 .22 1.00 1.00 .31 .37
5 Compassion .25 .27 .14 .87 .58 .22 .24
6 Politeness .30 .28 .23 .84 .46 .33 .43
7 Emotional Stability .39 .57 .06 .27 .20 .28 1.00
8 Lack of Volatility .34 .49 .06 .33 .22 .35 .93
9 Lack of Withdrawal .39 .57 .06 .17 .14 .15 .91 .69
10 Extraversion .36 .45 .15 .31 .49 .02 .42 .29
11 Assertiveness .36 .45 .16 .10 .30 -.15 .37 .23
12 Enthusiasm .26 .32 .11 .45 .55 .20 .36 .27
13 Openness .30 .36 .13 .37 .47 .15 .27 .24
14 Intellect .43 .53 .18 .27 .37 .09 .41 .35
15 Openness .06 .06 .03 .35 .42 .16 .02 .05
16 Integrity: Attitudes .12 .18 .01 .22 .12 .27 .21 .21
17 Integrity: Admissions .06 .09 .02 .27 .20 .27 .19 .18
18 Cognitive ability -.06 -.06 -.06 .05 .05 .03 .01 .06
19 Procedural justice .20 .22 .12 .13 .13 .11 .26 .22
20 Distributive justice .18 .16 .15 .11 .06 .14 .17 .13
21 Interpersonal justice .30 .31 .19 .21 .15 .22 .28 .25
22 Informational justice .29 .29 .19 .19 .15 .19 .30 .27
23 Interpersonal conflict at work -.25 -.33 -.09 -.26 -.17 -.30 -.26 -.25
24 Workload .06 .03 .06 .18 .19 .12 -.04 -.01
25 Policy existence -.05 -.05 -.03 -.05 -.06 -.02 -.08 -.07
26 Policy enforcement .08 .12 .02 .08 .03 .11 .10 .09
27 Electronic monitoring -.07 -.07 -.05 -.04 -.04 -.04 -.07 -.06
28 Restrictiveness .06 .08 .02 .03 .02 .03 .07 .07
29 Lack of privacy .06 .02 .08 .10 .05 .12 .00 .05
30 Location -.01 .00 -.02 .03 .04 .02 -.01 -.02
31 Norms -.06 -.09 .00 -.13 -.11 -.12 -.13 -.12
32 Boredom -.29 -.35 -.14 -.22 -.19 -.18 -.35 -.31
33 Job satisfaction .23 .24 .15 .13 .14 .08 .25 .20
34 OCB .33 .33 .22 .33 .31 .26 .20 .20
35 Interpersonal OCB .30 .30 .21 .36 .32 .30 .17 .18
36 Organizational OCB .32 .32 .21 .26 .26 .19 .21 .20
37 Age .12 .16 .04 .10 .03 .16 .14 .11
38 Gender .07 .02 .10 .22 .18 .19 -.14 -.13
39 Pay equity .02 .02 .03 .00 -.02 .02 .10 .11
Note . Values above the diagonal are correlations corrected for attenuation due to measurement error. Values 
beneath the diagonal are observed correlations. † = correlation cannot be computed, because one variable is a 
constant due to adaptive item administration.
174
9 10 11 12 13 14 15 16 17 18 19 20 21
.45 .42 .42 .31 .35 .51 .07 .14 .09 -.09 .23 .20 .33
.68 .53 .53 .39 .43 .64 .08 .22 .12 -.08 .25 .18 .35
.08 .19 .19 .13 .16 .22 .04 .02 .03 -.08 .14 .17 .23
.20 .35 .11 .53 .43 .32 .42 .27 .36 .07 .15 .12 .23
.17 .55 .34 .65 .54 .43 .51 .14 .27 .07 .14 .06 .17
.18 .02 -.19 .25 .19 .11 .22 .36 .40 .04 .13 .17 .27
1.00 .47 .41 .41 .30 .47 .03 .24 .25 .01 .29 .19 .30
.78 .33 .26 .32 .28 .40 .06 .26 .24 .08 .24 .14 .27
.58 .54 .48 .29 .49 -.02 .21 .24 -.08 .31 .22 .30
.50 1.00 1.00 .53 .59 .30 .01 .16 -.14 .25 .20 .22
.46 .87 .57 .55 .67 .26 -.08 .02 -.13 .26 .16 .20
.40 .85 .48 .36 .35 .26 .12 .27 -.12 .19 .20 .20
.25 .45 .47 .30 1.00 1.00 .03 .09 .20 .16 .10 .25
.42 .50 .57 .29 .85 .50 .07 .05 .19 .25 .14 .35
-.02 .25 .22 .21 .83 .41 -.03 .11 .15 .01 .04 .09
.17 .01 -.07 .09 .02 .05 -.02 .75 -.26 .20 .28 .21
.18 .12 .02 .19 .07 .03 .08 .52 -.35 .10 .07 -.24
-.05 -.10 -.09 -.08 .14 .14 .10 -.18 -.22 .10 -.02 .09
.28 .23 .23 .16 .14 .22 .01 .17 .08 .08 .71 .64
.19 .18 .15 .18 .09 .13 .04 .24 .05 -.01 .66 .57
.27 .20 .18 .17 .22 .30 .08 .17 -.18 .06 .59 .54
.30 .25 .22 .21 .21 .29 .06 .15 -.06 .00 .63 .59 .80
-.24 -.12 -.10 -.11 -.21 -.26 -.09 -.32 .03 -.10 -.30 -.24 -.45
-.07 .07 .09 .02 .17 .15 .14 -.06 -.01 -.04 .01 -.01 -.03
-.08 -.08 -.06 -.08 -.04 -.06 .00 -.02 .04 -.02 -.15 -.12 -.15
.11 .03 .02 .03 .00 -.01 .00 .15 .24 -.05 .12 .12 .15
-.06 -.05 -.05 -.04 -.05 -.06 -.02 .04 -.04 -.02 -.08 -.07 -.06
.06 .02 .03 .02 .03 .05 -.01 -.13 -.08 -.12 -.03 -.03 .05
-.05 -.03 -.06 .02 .08 .00 .13 -.16 -.09 .02 .03 -.02 .02
.00 .03 .04 .01 .05 .03 .05 .08 .02 -.03 .07 .02 .06
-.11 -.06 -.03 -.07 -.02 -.03 .01 -.16 -.03 .03 -.16 -.13 -.20
-.35 -.28 -.24 -.25 -.10 -.22 .05 -.26 -.22 .00 -.45 -.40 -.38
.26 .29 .22 .28 .07 .15 -.03 .02 .01 .02 .52 .49 .52
.16 .20 .19 .15 .29 .29 .20 .16 -.01 .07 .43 .33 .41
.13 .17 .15 .15 .29 .26 .23 .09 -.07 .08 .40 .29 .40
.18 .21 .22 .14 .27 .30 .15 .24 .07 .06 .43 .34 .37
.14 -.02 -.01 -.02 .05 .06 .02 .10 .01 .06 .01 -.05 .07
-.13 -.03 -.10 .05 .01 -.07 .09 .15 .07 -.07 -.07 -.05 .03
.08 .04 .00 .07 -.11 -.06 -.12 .06 .03 .02 .30 .35 .18
175
22 23 24 25 26 27 28 29 30 31 32 33 34
.32 -.30 .07 -.06 .09 -.07 .06 .06 -.01 -.07 -.33 .33 .37
.33 -.39 .04 -.06 .13 -.08 .09 .02 .00 -.11 -.40 .34 .37
.22 -.11 .08 -.04 .02 -.05 .02 .09 -.02 .00 -.16 .23 .26
.21 -.30 .21 -.05 .08 -.05 .03 .10 .04 -.16 -.24 .18 .37
.16 -.20 .22 -.07 .03 -.04 .02 .05 .04 -.13 -.21 .20 .35
.23 -.38 .15 -.03 .13 -.05 .04 .14 .02 -.16 -.22 .12 .32
.33 -.30 -.05 -.09 .11 -.07 .08 .00 -.01 -.15 -.38 .34 .22
.29 -.29 -.02 -.08 .09 -.07 .07 .05 -.02 -.14 -.34 .28 .22
.33 -.28 -.08 -.08 .11 -.07 .07 -.06 .00 -.13 -.39 .37 .18
.27 -.14 .08 -.08 .03 -.05 .03 -.03 .03 -.07 -.31 .41 .22
.25 -.12 .11 -.07 .02 -.05 .03 -.06 .04 -.03 -.27 .31 .22
.24 -.14 .03 -.09 .03 -.04 .02 .02 .01 -.09 -.29 .41 .18
.23 -.24 .20 -.04 .00 -.06 .03 .09 .05 -.02 -.12 .10 .33
.32 -.30 .18 -.06 -.01 -.07 .05 .00 .03 -.04 -.25 .21 .33
.08 -.11 .18 -.01 .00 -.03 -.01 .15 .06 .01 .06 -.05 .24
.18 -.40 -.07 -.02 .17 .05 -.14 -.19 .10 -.20 -.31 .04 .19
-.08 .04 -.02 .05 .30 -.05 -.11 -.11 .02 -.04 -.28 .01 -.01
.00 -.14 -.06 -.03 -.06 -.02 -.15 .02 -.03 .04 -.01 .03 .09
.67 -.34 .02 -.15 .12 -.09 -.03 .03 .07 -.18 -.49 .71 .47
.63 -.26 -.01 -.13 .13 -.07 -.03 -.02 .02 -.15 -.42 .67 .35
.85 -.51 -.03 -.15 .16 -.07 .05 .02 .06 -.23 -.41 .72 .44
-.44 .03 -.14 .19 -.02 .01 .02 .08 -.17 -.40 .64 .43
-.39 .21 -.01 -.09 -.15 -.02 .06 .01 .32 .32 -.53 -.31
.02 .18 -.11 .09 -.11 .17 .15 .04 .13 .04 -.22 .30
-.13 -.01 -.10 † .29 -.21 -.01 .04 -.02 .08 -.07 -.09
.18 -.08 .09 † -.14 .24 -.03 .05 -.36 -.20 .09 .12
-.02 -.14 -.10 .29 -.14 -.30 -.01 .02 .00 .09 -.07 .01
.01 -.02 .15 -.21 .24 -.30 -.02 -.08 -.06 -.06 .04 .01
.02 .06 .14 -.01 -.03 -.01 -.02 † .09 .11 -.06 .12
.07 .01 .04 .04 .05 .02 -.08 † -.05 -.02 -.04 -.01
-.15 .27 .11 -.02 -.33 .00 -.05 .08 -.05 .17 -.27 -.14
-.37 .28 .04 .08 -.19 .09 -.06 .11 -.02 .15 -.61 -.26
.47 -.37 -.15 -.06 .07 -.06 .03 -.04 -.03 -.18 -.44 .39
.40 -.27 .27 -.09 .12 .01 .01 .12 -.01 -.12 -.24 .28
.38 -.26 .25 -.09 .09 .00 .01 .14 -.01 -.11 -.20 .26 .96
.38 -.26 .25 -.08 .13 .01 .00 .08 .00 -.11 -.27 .27 .93
-.04 -.08 .02 -.08 .08 -.11 .08 -.10 .04 .02 -.10 -.01 .10
.00 -.06 .08 .08 .01 .06 .00 .01 -.09 -.03 -.04 -.03 .13
.22 -.18 -.27 .00 -.01 -.03 -.02 -.08 -.07 -.03 -.16 .25 .00
176
35 36 37 38 39
.35 .38 .13 .08 .02
.35 .39 .18 .03 .02
.25 .26 .04 .11 .03
.41 .31 .11 .23 .00
.37 .31 .03 .19 -.02
.37 .25 .19 .22 .02
.19 .24 .14 -.15 .11
.20 .24 .12 -.14 .11
.15 .21 .15 -.14 .09
.19 .25 -.02 -.04 .04
.17 .26 -.01 -.11 .00
.17 .17 -.02 .05 .08
.33 .32 .06 .01 -.12
.30 .37 .07 -.07 -.06
.27 .19 .03 .11 -.14
.10 .30 .12 .17 .07
-.10 .10 .01 .09 .04
.10 .08 .08 -.09 .02
.44 .50 .01 -.08 .31
.32 .39 -.05 -.05 .36
.44 .43 .07 .03 .19
.41 .43 -.04 .00 .23
-.30 -.31 -.08 -.06 -.20
.29 .31 .02 .09 -.29
-.09 -.09 -.08 .08 .00
.10 .15 .08 .01 -.01
.00 .01 -.11 .06 -.03
.02 .00 .08 .00 -.02
.14 .09 -.10 .01 -.08
-.01 .00 .04 -.09 -.07
-.13 -.14 .02 -.04 -.03
-.22 -.31 -.10 -.04 -.17
.37 .40 -.01 -.03 .33
1.00 1.00 .10 .13 .00
.93 .08 .17 .01
.79 .12 .07 -.02
.07 .11 .00 -.07
.16 .07 .00 -.04
.01 -.02 -.07 -.04
177
Appendix G
Sample Sizes for Meta-Analytic Intercorrelations Among Study Variables
1 2 3 4 5 6 7 8 9 10
1 Conscientiousness
2 Industriousness 1,133
3 Orderliness 1,133 1,133
4 Agreeableness 1,133 1,133 1,133
5 Compassion 1,133 1,133 1,133 1,133
6 Politeness 1,133 1,133 1,133 1,133 1,133
7 Emotional Stability 1,133 1,133 1,133 1,133 1,133 1,133
8 Lack of Volatility 1,133 1,133 1,133 1,133 1,133 1,133 1,133
9 Lack of Withdrawal 1,133 1,133 1,133 1,133 1,133 1,133 1,133 1,133
10 Extraversion 1,133 1,133 1,133 1,133 1,133 1,133 1,133 1,133 1,133
11 Assertiveness 1,133 1,133 1,133 1,133 1,133 1,133 1,133 1,133 1,133 1,133
12 Enthusiasm 1,133 1,133 1,133 1,133 1,133 1,133 1,133 1,133 1,133 1,133
13 Openness 1,133 1,133 1,133 1,133 1,133 1,133 1,133 1,133 1,133 1,133
14 Intellect 1,133 1,133 1,133 1,133 1,133 1,133 1,133 1,133 1,133 1,133
15 Openness 1,133 1,133 1,133 1,133 1,133 1,133 1,133 1,133 1,133 1,133
16 Integrity: Attitudes 255 255 255 255 255 255 255 255 255 255
17 Integrity: Admissions 254 254 254 254 254 254 254 254 254 254
18 Cognitive ability 481 481 481 481 481 481 481 481 481 481
19 Procedural justice 340 340 340 340 340 340 340 340 340 340
20 Distributive justice 340 340 340 340 340 340 340 340 340 340
21 Interpersonal justice 340 340 340 340 340 340 340 340 340 340
22 Informational justice 340 340 340 340 340 340 340 340 340 340
23 Interpersonal conflict at work 340 340 340 340 340 340 340 340 340 340
24 Workload 340 340 340 340 340 340 340 340 340 340
25 Policy existence 965 965 965 965 965 965 965 965 965 965
26 Policy enforcement 532 532 532 532 532 532 532 532 532 532
27 Electronic monitoring 971 971 971 971 971 971 971 971 971 971
28 Restrictiveness 942 942 942 942 942 942 942 942 942 942
29 Lack of privacy 698 698 698 698 698 698 698 698 698 698
30 Location 1,064 1,064 1,064 1,064 1,064 1,064 1,064 1,064 1,064 1,064
31 Norms 555 555 555 555 555 555 555 555 555 555
32 Boredom 759 759 759 759 759 759 759 759 759 759
33 Job satisfaction 758 758 758 758 758 758 758 758 758 758
34 OCB 553 553 553 553 553 553 553 553 553 553
35 Interpersonal OCB 553 553 553 553 553 553 553 553 553 553
36 Organizational OCB 553 553 553 553 553 553 553 553 553 553
37 Age 1,119 1,119 1,119 1,119 1,119 1,119 1,119 1,119 1,119 1,119
38 Gender 1,121 1,121 1,121 1,121 1,121 1,121 1,121 1,121 1,121 1,121
39 Pay equity 753 753 753 753 753 753 753 753 753 753
178
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